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~ditorial

Dear ORAWORLD Readers,

The Oracle 23c database is just around the corner.
Accordingly, many articles deal with this database version,
which represents the next long-term release and is also
the first Oracle database version that only contains the
multitenant architecture. This will require some migration
effort in the coming period.

But Oracle APEX and the Oracle Cloud also play a role in

this issue. For example, Jim Czuprynski and Carsten Czarski
present interesting aspects of Oracle APEX in their respective
articles.

To ensure that the ORAWORLD magazine can continue to
appear regularly, we are looking for editors to help organize
the articles for our magazine. If you have any questions and /
or are interested, please contact me.

As always, we welcome your feedback and contributions to
our magazine. If you have a story to share or an idea for an
article, please don't hesitate to get in touch.

From my point of view this issue has an interesting mix of
different articles.

| hope you enjoy this issue of our magazine.

Yours,

Christian Trieb
EOUC Board Member, DOAG Board Member,
Oracle ACE Direktor, Paragon Data GmbH

Follow us on X@EOUC @ORAWORLD_Mag  #ORAWORLD n @emeaoracleusergroups  @ORAWORLDMag
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Ok so I've read the project
specs, and it's really simple

1%

@& can do it guickly and easily

on PHP/MySCL/Bootstrap

But you're always saying that we need
to choose the right tool for each job, and in
this case a LAMY stack is perfect!

~ -
And no MongaDB —)
PostgreSQL?

But... so... can we
at least use a bit of VueIS?
Or Svelte?

i

No need

CommitStnp.com

CommitStrip is a daily strip recounting funny anecdotes of life as a coder mixed up with a dash of topical tech news. Find more comics here: www.commitstrip.com
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Oracle Database 25c: What to Expect

During Oracle CloudWorld 2023, Oracle announced the general availability of Oracle Database 23c. Currently it is only
available in the Oracle Cloud as OCI Oracle Base Database Service. The exact date for the release of the on-premises
version is not yet communicated but expected within the next few months, what do we have to expect?
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Starting with Oracle 12c the company follows a rather
confusing way of releasing new versions. In the older times
there would be a major version in 2 minor releases like 9.1
and 9.2, 10.1 and 10.2 and so on, also only those versions
brought elementary new features. There would be 10.2.0.1
and 10.2.0.2 up to 10.2.0.4 but new features would be only
available in 10.1.0.1 and 10.2.0.1.

12¢c suddenly saw the birth of InMemory database in 12.1.0.2
and after 12.2 Oracle decided to have new yearly versions,
numbered by the year. We all know how well that worked for
another big IT company in the 90s.

So, the current situation is: There are major versions like the
current 19¢ and the new 23c that are for production with long
time support. But there are also non-production versions like
21c that only exist for testing purposes.

Since April 2023 there is an Oracle Database 23c Free
Developer Edition, but it is strongly limited: 2 CPU cores,

2GB RAM, 12GB data. Also, some of the enterprise Edition
Features like Partitioning are missing. It is intended for
developers who want to get acquainted with some of the
new features. There is no support neither there are patches -
so if you encounter a bug, you are on your own.

Though availability of 23c full version now has been
announced on the Oracle Cloud, it is still limited: Only Base
Database Services are available, even some cloud options

like Autonomous Database und Cloud@Customer are not

yet available (as of February 2024). Oracle promised them to
arrive within the next months. Same applies to the on-premises
database (that version you may install on your own machines).
Usually that one will arrive roughly 6 months after the Cloud
version, so we expect it to be available in a few months.

Let's look at the new features.

Al and Machine Learning

Everybody talks about Al and since ChatGPT there seems
to be no limit. The situation is a little similar to the mid-

90s when fuzzy logic suddenly appeared in every electric
device. Yes, Oracle too has a bit called FUZZY in the View
VSDATAFILE_HEADER, and guess what: It has nothing to do
with fuzzy logic. It is even defunct since Oracle 10g.

Follow us on W @EOUC  @ORAWORLD_Mag

This time they did much better: Data Mining with Machine
Learning (ML) has been in the database for a longer time
than the Al hype is around. Data scientists, developers and
analysts, searching for information in big Datalakes, may
make usage of ML. So, in the meantime it is possible to find
the best ML algorithm including its parameters automatically,
but unfortunately that's only accessible in the cloud. Oracle
23c brings a lot of improvements in that area, but the
discrepancy between on-premises and cloud will pertain.

One of the improvements are XGBoost and Generalized
Linear Model (GLM) algorithm to obtain more exact
predictions. There is even the possibility to implement a chat
function by using Large Language Models (LLMs). Oracle
talks about implementing an interface where you may
formulate your query in direct speech - maybe we finally
reach the original goal of SQL: To have a tool that uses
simple, natural language. We all know how well that went.
But this time, maybe ...

There are already demos you can watch, and it looks at least
quite interesting. So, in the future, a data analyst just tells the
database what he/she needs, and the database comes up
with a query. | would call my database HAL then.

Back to earth: There is a completely new functionality in 23c:
Al vectors. They represent content of unstructured data like
documents, images, videos and so on. A vector is an array of
numbers (dimensions) representing the critical characteristics
of that data. This kind of vectors is generated and used by
neuronal networks and represents the semantic content -
without using the basic information. These kinds of vectors
could already be stored and queried, but only 23c brings

full integration into the database. There is now a special

datatype to store that vectors, along with new SQL functions.

Since Oracle emphasizes the database to be a Converged
Database (meaning there are several ways to store and
access things), these vectors may be handled by the means
of different data models like JSON, Spatial, and so on.

An example for usage of Al vectors was given by Oracle Vice
President Juan Loaiza in his keynote during CloudWorld this
year. He presented the search for a new home. A customer
using the app from Realtor taking a picture of a house
appealing to him/her. Entering additional parameter like
area, number of rooms, price and so on triggers creation of
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Al vectors describing the input. The Al in the database will
then create appropriate suggestions. The search may be
continued by entering additional pictures, parameter etc.

SQL Features

Oracle 23c brings some interesting SQL novelties and
improvements. Some of them have been on the wish list of
developers and DBAs for years. We will concentrate on the
most important ones, as there are many of them. Some of
them have been already introduced in newer releases of 19¢,
like blockchain tables or immutable tables.

One very specific new feature, that nobody understood

why it was missing from the database for a long time:

The datatype BOOLEAN. Oracle is really the last of the

big database suppliers to implement it, others have since
decades. Falling into the same category is - finally! - that the
FROM clause is now optional. In your face, DUAL!

SQL Domains make it possible to define properties of tables
and columns. They might contain even rules for sorting, exact
content and representing that data. An example would

be the rule that an email address must contain exact one
“@" and when printing it out, some of its content may be
anonymized (by using “*" instead of the real data).

A similar concept is represented by annotations: They store
additional (meta-)information about tables and columns in a
much more flexible way than mere comments could do. You might
add pairs of (name, value) to any column, table or view. Thus, it is
possible to create categories of objects that even may overlap.
You might add e.g. the property (SECURITY, HIGH) to any column
or table, and you may handle objects of that category differently
than others. There is a plethora of possibilities.

One very painful issue (at least for DBAs) has always been
the impossibility of granting privileges in a more common
way, like “put all read privileges from that one role into
another”. Now, this is possible: Schema level privileges will
ease the pain of administrators.

Another tiny but relevant improvement that Orace23c brings
is the new role DB_DEVELOPER_ROLE, that consists of really
all those privileges a developer might need. This is definitely
an improvement, compared to the awful and incomplete

Follow us on W @EOUC  @ORAWORLD_Mag  H#ORAWORLD

role RESOURCE. The new role will help with development,
but unfortunately has shortcomings when it comes to
performance tuning. Maybe a later patch will fix that.

And here is the next tiny feature that may ease your pain - at
least when it come to writing deployment scripts: Any DDL
Statement may now have the clause IF [NOT] EXISTS. That will
eliminate a huge amount of unnecessary error messages: DROP
TABLE xxx IF EXISTS or CREATE TABLE xxx ... [F NOT EXISTS is
really something long awaited. You may ask yourself: “Why did
that take so long?” And you will get no good answer.

There is now a table value constructor: creating table data on
the fly, without the need to use SELECT ... UNION ALL SELECT
...and so on. Instead, you may write it like this:

SELECT * FROM ( VALUES (1,'SCOTT"), (2,/'SMITH"), (3,JOHN") t1
(empid, fname);

Converged Database

This term means: Several types of data structures may not
only co-exist but also interact. It started with Oracle 8i, when
object relational data structures and Java took hold within
the database. Also, the support for spatial data, multimedia
and XML goes a long way back.

With the upcoming of JSON that started with Oracle 12¢
and really took off with 21¢/23c¢, the database earned the
attribute “converged”. Oracle’'s commitment to JSON is much
stronger than all the other stuff before (XML, spatial, ...).
Oracle database now allows to use all MongoDB tools and
APIs towards 23c - they also claim that their database is
faster in doing that than a MongoDB. In the same direction
goes the inclusion of JavaScript. You may now write
procedures/functions in JavaScript. That step seems to be
necessary when talking about JSON integration. At last, you
may run Kafka applications directly in the database (with
minimal changes), because of High Performance Transaction
Event Queues that also got support now.

Miscellaneous features
« Oracle did some work on error messages. So instead of
“Computer says no” you'll get a more detailed message,
telling you what object is concerned (some error messages
in the older versions really omit even that information).

EE
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« SQL Firewall is a security feature going back to Oracle 11g,
but as an external service. With Oracle 23c it became part
of database, thus reducing latency.

* To reduce the probability of an important process to be
blocked by a lesser one, Oracle 23c introduces priorities
for transactions.

* Once again Oracle tackles the problem of rolling patches:
Patching the system without downtime. It works now for
single instance and cluster systems.

« Speaking about high availability: Data Guard, Real
Application Cluster and und Global Distributed
Databases (aka Database Sharding) experience many
improvements. Some functionalities like Domain Cluster
and automatic instance management policies came with
12c and are gone now. Some of them have already been
deprecated in 19c¢.

* True Cache is a memory SQL cache and key/value cache
to keep data as near as possible at the consumer
(application server).

« Real time SQL Plan Management has been introduced
(partially) in Oracle 19¢, new is Auto SQL Repair: If
performance of a statement degrades or an internal
error occurs, an alternative plan is created to circumvent
the problem. Oracle says, data will arrive with a short
delay instead of not being delivered at all (in case of an
internal error).

 Flashback Data Archives are now open for Blockchain
Tables (introduced in 19¢).

« Tablespaces may now shrink automatically.

Miscellaneous features for the Autonomous
Database
« Materialized views may now be created automatically, if
it improves performance. Currently (19¢) only indexes get
created automatically.
« Enhanced Real Time Object Statistics are now also
available for partitioned tables and for prediction of data
in newly created partitions.

Currently the Oracle documentation only shows new features
that are also covered by the Oracle 23c Free Edition. The
documentation will get completed when the on-premises
version gets released.

Follow us on W @EOUC  @ORAWORLD_Mag  H#ORAWORLD

Summary

Oracle 23c has a lot to offer, this applies also to Standard
and Enterprise Edition (without Cloud). A lot of long wished
for features have been implemented making the life of
administrators and developers a little bit easier. Especially the
new Machine Learning seems to be an interesting asset, and
we look forward to some interesting applications in the future.

Christian has been working in IT since 1990 - straight
after graduating from high school. At the beginning of
1992, his path led him to Oracle, where he worked in
support and got to know Oracle 6. Since then, he has
always been connected with the Oracle database and
has worked for various Oracle partners in the consulting
area. Since 1998, he has also been working as an Oracle
trainer in the DBA area. Through his work as a trainer, he
automatically had his finger on the pulse of the Oracle
database and was also able to apply his knowledge in
high-end consulting. He is an Oracle ACE Director, one
of the first Oracle Certified Masters in Europe and the
founder of DB Masters GmbH.
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“What is your favorite new feature

in Oracle 23¢?” - L J

ﬁ JSON Relational Duality Views
) S

One of my favorite new features of Oracle Database 23c is JSSON Relational Duality Views.
This gives me as a relational database developer to work with the exact same data as my
Document database-oriented developers. They can work with JSON documents the way they
are used to, and | can use my SQL skills. We both use the same data in the format we are most

Patrick Barel, Oracle ACE Director, comfortable with.

Sr. Oracle consultant . . .
The Document database-oriented developers can request just about any layout for their JSON

documents, and | only have to create a (simple) SQL query to retrieve the data, without having
to worry about the Object Relational Mapping because Oracle Database takes care of that.
| think that, with this feature, Oracle has a major advantage over their competitors.

Table Value Constructor (TVC)

Instead of reading rows from a table/view, you can produce rows on the fly using the TVC. You Q ?,
can use the TVC instead of a table/view in any SQL statement to provide read-only data. This
makes it possible to produce rows without querying the DUAL table for each row and to use PN

UNION ALL as a kind of row separator.

Philipp Salvisberg, Oracle ACE Pro,

| will use a TVC in my utPLSQL tests to define the expected result set. It will make my tests e T
Data Engineering Principal

easier to write and easier to read. And | like that. Also, it's an elegant way to get rid of several
single INSERT statements in SQL scripts and the like. This will make the scripts smaller and
faster to run. Why faster? Because we get the same result with fewer network round trips. And
that | like very much. The TVC is an ANSI SQL-92 feature and is available in many database
systems. | am glad that it is finally available in the Oracle database as well.

Schema Privileges c

In the past we either had to grant object privileges on individual objects, or on all objects in
the database. For example, we can grant the select privilege on a single table, or on all tables
in the database.

grant select on scott.emp to testuser;

Tim Hall, Oracle ACE Director, grant select any table to testuser;

DBA, Developer, Author, Trainer
Granting database wide privileges such as SELECT ANY TABLE is considered a security risk, but
in Oracle 23c we can limit the scope of the grant to an individual schema. For example, we can
grant SELECT ANY TABLE on all tables owned by the EMP schema using a single command.

grant select any table on schema emp to testuser;
In addition to granting access to existing tables, this will also grant the same access to any

future tables added to the schema. This makes object grant maintenance much simpler
4 compared to previous versions.
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' Observability and Databases -

— Oracle DBAs have an advantage
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If you're a database administrator and unfamiliar with the term Observability, this article is for you. Perhaps you’re one
of those DBAs like me who spent a lot of time architecting, acquiring tools, and building an IT Operations Management
database monitoring system for the requirements of your data center. Or perhaps you inherited a monitoring system
someone else built that you have been tasked with keeping alive. No matter who built it, it's something that helps you

keep watch over all your databases to see if there is a problem.
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| often meet with businesses and have DBAs and IT
Operations personnel tell me they aren’t using the cloud,

yet in other parts of their company, their Developers and
DevOps tell me they do use the cloud. Developers are
deploying databases on compute, VMs, containers, or

using cloud-native database services in support of line of
business application development initiatives. So, what about
databases that are not in the data center, deployed in a
cloud somewhere? What is watching over those databases,
making sure they are available and secure?

Companies continue to adopt agile and modern development
practices: DevOps, CI/CD, cloud-native technologies such

as microservices, container-based architectures (Docker,
Kubernetes), serverless functions, cloud-based database
services, and hybrid cloud configurations. Developers are
deploying new application components in so many places
and faster than ever before so that traditional IT monitoring
can't keep pace. Developers also need more abundant and
better-quality telemetry to create high-fidelity, context-rich,
fully correlated multi-level metrics for their applications,
events, logs, traces, SQL transactions, and infrastructure
changes. This is where Observability comes in.

In the Development community, data management services
or databases are a component of “the stack” - part of the
Observability equation referred to as Metrics Events Logs
Traces (M.E.LT.). Cloud-native development includes the
instrumentation of apps to emit telemetry data as things
occur. This telemetry data can then be observed in real-
time as the app runs and is used to adjust configurations to
keep the app operating smoothly. This is similar to concepts
of process control used by the manufacturing industry, or
culture concepts pioneered by Kanban and Deming. The
cloud has accelerated the use of Observability because
businesses can access the latest technology, bring all the
different data together, correlate, and derive insights from it
using Al and machine learning.

In contrast, a majority of enterprise monitoring tools in

use by IT had been designed as Network or Systems
Management tools for data centers supporting applications
and databases. Within the IT Operations community, Simple
Network Management Protocol (SNMP) has been a source
of telemetry - often used to monitor if something in the
infrastructure was up, down or a condition changed. When
something goes wrong, this information is used to notify

of an issue that has occurred so that someone can be
dispatched to diagnose and fix it. However, databases and
applications are not instrumented with SNMP, so businesses

Follow us on -~ W @FOUC  @ORAWORLD_Mag
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acquired more tools trying to further monitor and pinpoint in
applications and databases where a problem was rooted,
troubleshoot it, and fix that specific component of the stack.

DBAs who manage Oracle Databases have found it's the
most telemetry-instrumented database in the industry. Each
release has even more instrumentation added - just compare
the Oracle Database 23c Data Dictionary documentation
(2785 pages) to that of Oracle Database v/ (355 pages).
Some of its telemetry is observable by writing a script, more
using Oracle Enterprise Manager (designed for managing
the Oracle stack), and even more using Oracle Cloud
Infrastructure Observability and Management.

Earlier generation tools have focused on the historic
performance of standard and tightly controlled onsite
infrastructures. However, those tools and methods were not
designed for the elastic nature of public, private, hybrid, or
multicloud environments.

| advise DBAs to be inquisitive and ask for an example when
someone says that monitoring and observability are the
same thing. Why? Because there is a difference:

Monitoring: something bad has already happened

o Monitoring is based on gathering predefined sets of
metrics, typically collected using scripts or tools that
alert about the state of a change (it was working/
it is not working now) or a predefined threshold
was reached (condition exceeded). Something has
happened, it is having an impact, and it needs to be
corrected for the impact to stop.

Observability: something bad is getting ready to happen

o QObservability is based on having insight and the ability to
watch for and explore properties and patterns not defined
in advance. It's comprised of metric, log, tracing, SQL,
and user experience data that enables actively watching
and debugging an app and its stack while it's operating,
making corrections before something bad happens.

Industry Analysts also have advised to be on the watch for
tool vendors who now call themselves an observability tool.
These are tools that are not integrated into the infrastructure
platform. They aren't integrated at the control plane level, or
bolt-on and lack integrated full-stack observability across the
application and its infrastructure (on-premises, cloud, hybrid,
and multicloud).

What does this mean for DBAs?

Many DBAs have already discovered that when a Developer
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uses a standalone Application Performance Monitoring
(APM) tool (one that doesn't have deep database or
infrastructure insight), problem-solving becomes more of a
guessing game. Too often a Developer cites their APM tool
identified the issue as SQL and it's the DBA's job to tune
and fix it. And some DBAs themselves using a tool that lacks
application insight, are telling the Developers they need to
recode the app. Continuing to add more monitoring tools is
not the answer.

For DBAs, similar to other job roles, new technologies
provide a way to do something better, faster, or accomplish
something unachievable before. DBAs should request the
support of their VPs and Directors of Database Management
for the inclusion of Observability as part of their new skills
learning. Oracle DBAs should seek out opportunities to
apply their deep Oracle Database instrumentation and SQL
knowledge in application modernization and cloud-native
projects to provide their businesses with an Observability
competitive advantage using Metrics Events Logs Traces and
SQL (M.E.LT.S).

It's a misconception that you need to replace what you
already have to get started with Observability. Oracle’s
Observability and Management services are subscription-
based so they can be used in parallel with other tools, you
can augment or complement them, or use them to fill in
gaps. Many businesses have amassed so many different
monitoring tools (upwards of 50+ as reported by Industry
Analysts) that DBAs, ITOps, and Developers often inherited,
so your Observability journey should begin with:

* An inventory of the “technical debt” of monitoring tools
the business has accumulated over the years (database
monitoring, IT infrastructure monitoring, system monitoring,
log monitoring, APM tools, Observability tools, and so on).

« Research vendors' documentation/websites to confirm
what versions of Oracle technologies they support
today (ensure they aren't just listed as “compatible”). In
other words, assess the depth of their Oracle product
or database insight (basic Oracle Database 7 single
architecture vs. the current Oracle Database 23c
multitenant converged architecture / Oracle 23c data
dictionary). While | often find DBAs are aware of the
10x increase in Oracle Database instrumentation and
telemetry, most 3rd party tools and Developers are not.

- Reviewing the vendors' documentation/website/roadmaps
to confirm what they plan to support modern application
deployment architectures (on-premises, cloud, hybrid,
multicloud).

Follow us on -~ W @FOUC  @ORAWORLD_Mag
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Database Observability

Application troubleshooting can be particularly difficult and
time-consuming when issues occur at the database level.
Database observability goes beyond traditional database
monitoring introducing a multi-step iterative process that
incorporates relevant telemetry collection, performance
analysis, and tuning as first-class citizens to improve
application performance and user satisfaction.

For cloud-native apps and application modernization
projects, DBAs must move beyond traditional database
monitoring and incorporate agile and iterative Database
Observability. This is especially true when applications

are not operating or performing as they should, and their
Developers and DevOps teams lack insight at the database
level or the ability to discern whether the root of the issue is
in a database, the SQL, or the infrastructure.

DBAs themselves should leverage the rich observability
instrumentation and telemetry in Oracle Databases to
observe and track database performance, health, and
capacity with the end goal of being able to create and
maintain a high-performing and available database
infrastructure. In addition, they should be advocating and
advising their Developer and DevOps peers to incorporate
these capabilities to provide end-to-end full-stack
observability down to the SQL (M.E.LT. + S.).

There are multiple advantages to having a Database
Observability framework:

« Knowing overall database health at a glance

* Ability to adjust resources up or down depending on the
workload

* Tracking of key database performance indicators and
analysis using Al and machine learning

* Pinpointing bottlenecks based on database load or the
system load, by monitoring CPU load, memory utilization,
database wait classes, and more

Conclusion

The reality is that all organizations should be working
together to ensure the optimal experience for their customers
and the best business success. Observability helps shorten
the time and effort between applications, infrastructure,

and operations teams to optimize performance and perform
better capacity planning that enables business stakeholders
and organizations to improve their cost reduction and annual
budget planning decisions. Modern manageability is more
agile and enables the ability to bring together and manage

n @emeaoracleusergroups @ORAWORLDMag

ElRE
% www.oraworld.org 13


https://docs.oracle.com/cd/F82042_01/dbiad/pdf/iad.pdf
https://docs.oracle.com/cd/F82042_01/dbiad/pdf/iad.pdf
https://docs.oracle.com/en/database/oracle/oracle-database/23/refrn/database-reference.pdf
https://docs.oracle.com/en/database/oracle/oracle-database/23/refrn/database-reference.pdf

different environments without having to rip and replace
what you already have.

When Lines of Business work to modernize or migrate
applications, it is important to include IT in project planning
to prevent overall negative company impact that can impede
modernization efforts in several ways.

Monitoring of databases in on-premises data centers may
seem to be fine, but as more databases are deployed
outside of those well-known environments in the cloud,
DBAs struggle and become overwhelmed handling hybrid,
multicloud complexities and new challenges that their older
tools are ill-equipped or not designed to handle.

In parallel and often in different organizations or lines

of business, Development and DevOps teams think they
have it figured out and buy another tool or code custom
Observability that is not inclusive of existing on-premises
infrastructure. Some Development team members don't even
engage IT or DBAs in modernization projects thinking their
role is to just manage legacy infrastructure and applications.

Modern businesses require Observability that goes beyond
traditional IT Operations monitoring and detection methods
and extends beyond M.E.LT. down into the database layer.
So be sure your DBAs and Developers collaboratively work
together, using the latest technology to ensure the optimal
experience for your customers and the best business success.
To aid these efforts, Oracle was one of the first in the industry
to provide an integrated Observability and Management
platform. If your business leaders are not familiar with it, they
can learn more about it at oracle.com/manageability. For
DBAs, Developers, App Admins, and other team members
there are Blogs on using it to solve problems and free virtual
LiveLabs Hands-on workshops where they can try it.
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Julian Dontcheff

Bridging Worlds: Unleashing the power
of |[SON within the Oracle Database over
oure document stores




Oracle Database presents a compelling alternative to
traditional document store databases. The converged
Oracle approach combines the flexibility of JSON
document storage with the robustness, security, high
availability, and scalability of a relational database
system. By seamlessly integrating JSON capabilities,
Oracle Database empowers developers to model

and query complex, semi-structured data alongside
structured data in a single, unified environment. This
approach of using a converged database eliminates
the need for separate document store databases
(MongoDB, DynamoDB, Databricks, Cosmos DB, etc.),
reducing complexity, streamlining data management
workflows and the enabling the use of enterprise
features like partitioning, compression, data redaction,
etc. which are already part of the Oracle database.
Additionally, the Oracle Database's optimized JSON
processing capabilities ensure efficient storage, retrieval,
and manipulation of JSON documents, providing
superior performance and much lower cost compared to
standalone document stores. This article explores the key
benefits of adopting JSON and JSON Relational Duality
within the Oracle Database, emphasizing the synergy
achieved between flexibility and reliability in modern
twenty-first century data-centric applications.

In the database community, there is a rather strong
perception that simple and pure JSON is better for
development which is simply false. The reality is that duality
is by far the better choice. This means that applications can
access (create, query, modify, delete) the same data as @
set of JSON documents or as a set of related tables, and
both approaches can be employed at the same time! This

is a huge thing! Here is what Carl Olofson, research vice
president, Data Management Software, IDC stated (https://
www.idc.com/getdoc.jsp?containerld=US49859922).

"Oracle has created a feature that allows the user to create
a JSON document template (called JSSON Duality View) that
specifies the layout of the document, but with data that is
mapped from the relational database. This is a revolutionary
capability that is likely to be emulated throughout the
industry in the coming years."

With JSON duality views, data is stored in relational tables in a
normalized way and that data can be exposed to applications
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as JSON documents. Storing the data in relational tables
delivers all the benefits of the relational model, whereas

by exposing the same data as JSON documents, apps are
getting the schema flexibility and several other benefits of the
document store model.

Let us consider if it make sense to use a dedicated single-
purpose document database or the Oracle converged
database for straining JSON data. Now, as there are nowadays
more than 50 document store databases (as of early 2023),

let us start first with the top arguments highlighting why using
JSON within the Oracle Database is advantageous compared
to using MongoDB. Here are the top eight reasons:

1. Unified Data Management:

Oracle Database allows for the seamless integration of
JSON with traditional relational data, providing a unified
platform for managing structured and semi-structured data.
In contrast, MongoDB is a NoSQL document store designed
primarily for JSON-like documents, which might lead to a
fragmented data management approach when dealing with
diverse data types. Note that moderns applications use
several data types in the underlying database!

2. ACID Compliance:
Oracle Database adheres to ACID (Atomicity, Consistency,

Isolation, Durability) properties, ensuring data integrity and
reliability even in the face of system failures. MongoDB, while
offering high availability and scalability, sacrifices some ACID
properties for eventual consistency, making it potentially less
suitable for use cases with strict transactional requirements.

3. Transaction Support:

Oracle Database provides robust support for transactions,
allowing developers to execute multiple operations as

a single, atomic unit. MongoDB's transaction support
historically lagged behind, and though it has improved, it
may not offer the same level of transactional capabilities as
Oracle in certain scenarios. In fact, few databases can!

4. Mature Query Language:

Oracle Database offers SQL as a powerful and mature query
language for both relational and JSON data. This enables
developers to leverage the expressive capabilities of SQL

for analytical purposes and reporting, while MongoDB's
query language might be considered less feature-rich and
expressive in comparison.

5. Security and Authentication:
Oracle Database has a long-established reputation
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for security features, including robust authentication
mechanisms, access controls, and encryption. MongoDB also
provides security features but might be perceived by some
experts as playing catch-up in terms of maturity and depth of
security offerings.

6. Enterprise Support:

Oracle provides comprehensive enterprise-level support for its
database products, ensuring timely updates, patches (including
security patches), bug-fixing, and a dedicated support team.
MongoDB offers a support subscription model, but the depth
and breadth of support services might not match the long-
standing enterprise support ecosystem of Oracle.

7. Integration with Existing Systems:

Many enterprises already rely on Oracle Database for their
core business and mission critical applications. Leveraging
JSON within the Oracle Database allows for streamlined
integration with existing systems, leveraging established
infrastructure, security, and management practices.

From operational point of view, it does not make sense to
have a separate/additional DBA team for MongoDB, that

is one of the main reasons why customers are now moving
out of MongoDB. IT organizations prefer to manage less
database brands by the same operational DBA team. And

it is not just the DBA team being involved. There is also
usually a separate storage, backup/recovery and networking
teams which also prefer less database brands to manage.
Ideally, managing more than three database brands is when
operation administration starts to get tedious and complex.

8. Price/cost:

Both the on-premises version of MongoDB and the cloud one
MongoDB Atlas are about double the price of an Oracle
database (on-prem EE or Autonomous Database in OCI). And
here we are not talking about the free/community/developer
editions of MongoDB and Oracle, but the ones used by
enterprises for business and mission critical applications.

Just as an example looking at the price list we see that Oracle
Autonomous JSON database costs $0.3226 per hour for 1
OCPU (= $240 per month) and $118.40 for 1TB of storage per
month (together $358.40 per month) (https://www.oracle.
com/autonomous-database/pricing/) while the M140 tier of
MongoDB Atlas which comes also with 1TB of storage has a
monthly cost of $7914.65 per month ($10.99 per hour) (https://
www.mongodb.com/mongodb-on-aws/pricing). You can see
from this example that even with 10 OCPUs, the Oracle JSON
database is 2 times cheaper than MongoDB Atlas.
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In order to be fair, taking into account the reasons listed
above, it is important to note that the choice between Oracle
Database with JSON support and MongoDB depends on
specific project requirements, preferences, and the overall
ecosystem within which the database is deployed. Each
solution has its strengths and weaknesses, and the decision
should be based on a thorough analysis of the particular
use case. But of course, taking into consideration all 8 points
listed above!

Besides MongoDB, other popular document databases are
Databricks, Cosmos DB, and DynamoDB.

Databricks, while powerful, can be complex to set up

and manage. Organizations may face a learning curve,
particularly if they are new to the Apache Spark ecosystem.
Databricks costs can be significant, and users should
carefully consider the pricing model, especially for large-scale
deployments.

Databricks is complex and difficult to learn and understand.
On one hand it is due to the many tools, integrations, and
features available. Here the Oracle Autonomous Database

is the better alternative - especially for new developers and
DBAs. Having Scala as a primary language is another issue
for many people as it is considered hard and difficult to learn
as it is more complex than other programming languages.
Though Databricks supports SQL, R, Python, and Scala,
commands issued in non-JVM languages require additional
transformations to be executed on top of a JVM process.

Databricks charges on consumption and thus unless you can
find an expert you should learn yourself on how to optimize
the platform from the start, it will save you a lot of money.
But granted the small community, the latter options might
be easier that the former one. The Oracle Autonomous
Database in that aspect is self-tuning and fully automated.

Cosmos DB can be expensive, especially for resource-
intensive workloads. Users should carefully manage and
monitor their resource consumption to control costs. While
Cosmos DB supports SQL-like queries, some developers might
find certain limitations in the query language compared

to traditional SQL (for example no ad-hoc queries are
supported). Not to mention the long list of limitations the
database has! Azure Cosmos DB can be slow when it
comes to large amounts of data and complex queries, as
it is optimized for high availability and consistency over
raw performance. Cosmos DB does not support distributed
transactions across multiple partitions, making it difficult
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to implement complex business logic that requires atomic
operations.

DynamoDB's query language is more limited compared to
SQL. DynamoDB uses a simple query language, and while

it is efficient for key-value access patterns, it lacks the
expressive power of SQL. Complex queries or aggregations
may require additional processing on the client side.
DynamoDB uses a provisioned throughput model, which may
lead to over-provisioning and increased costs if not carefully
managed. Designing the table schema in DynamoDB requires
careful consideration of access patterns. Changes to the
schema may be challenging, and denormalization might be
necessary, leading to potential data redundancy. DynamoDB
uses a provisioned throughput model where users need to
specify the read and write capacity units. While this provides
control, it can lead to over-provisioning or under-provisioning,
Impacting costs and performance.

Creating secondary indexes in DynamoDB can incur additional
costs. Users need to be mindful of the number and types

of indexes they create to avoid unnecessary expenses.
DynamoDB does not provide built-in transparent caching
mechanisms. Users needing caching for read-heavy workloads
might need to implement caching solutions independently.
DynamoDB transactions are limited to a single table, and
transactions across multiple tables are not supported. This
can be a limitation for scenarios requiring complex multi-
table transactions. DynamoDB allows you to write (Put,
Update or Delete) multiple items across multiple tables within
a single atomic transaction using the TransactWriteltems

APl operation. However, the problem is that the
TransactWriteltems operation has an upper limit of 25 items
that can be updated in a single transaction. A transaction
cannot contain more than 4 MB of data and no two actions

in a transaction can work against the same item in the same
table. For any AWS account, there is an initial quota of 2,500
tables per AWS Region. For a table, we can define a maximum
of 5 local secondary indexes and 20 global ones.

While Document Stores provide backup and restore
functionality, there are limitations on the frequency and
granularity of backups. Users should carefully plan their
backup and recovery strategies.

It's crucial to note that the choice between these databases
depends on specific project requirements, scalability

needs, and the overall architecture of the application. Each
database solution has its strengths and weaknesses, and the
decision should be based on a thorough understanding of
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the particular use case and desired trade-offs. It is important
to note that the concept of "JSON Relational Duality" in
Oracle Database 23c refers to the ability to seamlessly
integrate JSON data with traditional relational data, offering
a unified approach to data modelling and query execution.
This approach provides the following major benefits over
pure document databases, where JSON is the primary or sole
data model.

1. Relational and JSON in one go:

Oracle Database's JSON Relational Duality allows developers
to work with both structured (relational) and semi-structured
(JSON) data in the same database system. This eliminates
the need for maintaining separate systems for different

data models, simplifying data management and reducing
architectural complexity.

2. Data Consistency and Integrity:

By leveraging a relational database system with ACID
compliance, Oracle ensures data consistency and integrity.
Transactions can span both relational and JSON data,
maintaining the reliability and integrity of the entire dataset.

3. SQL for JSON Querying:

Oracle Database supports SQL for querying both relational
and JSON data. This enables developers to use the familiar
and powerful SQL language to query and analyze JSON
documents alongside traditional structured data, providing a
unified querying experience.

4. Efficient Joins and Relationships:

With JSON Relational Duality, developers can establish
relationships between JSON and relational data using
foreign keys and leverage efficient joins. This is particularly
beneficial when dealing with complex data models that
involve relationships between different types of data.

5. Flexible Schema Evolution:

Oracle Database allows for flexible schema evolution,
enabling developers to modify and evolve the structure of
JSON documents and relational tables without requiring
significant changes to the application logic. This flexibility is
crucial in dynamic and evolving application scenarios.

Security features inherent to Oracle Database, including
fine-grained access controls, encryption, compression,

and authentication mechanisms, apply uniformly to both
relational and JSON data. This integrated security approach
simplifies the implementation of consistent security policies
across all data types.
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6. Enterprise features for business and
mission critical applications:

Oracle provides comprehensive enterprise-level support
for its database products. This includes regular updates,
patches, and a dedicated support team, ensuring the
reliability and performance of the entire database system,
regardless of the data model.

7. Ecosystem Integration:

Oracle Database with JSON Relational Duality seamlessly
integrates into the broader Oracle ecosystem, allowing users
to leverage additional Oracle technologies and tools for
analytics, reporting, and business intelligence.

8. Lingua Franca:

Any types of applications can make use of the same data
directly using languages such as SQL, PL/SQL, Python,

C, Java, and JavaScript. You need not adapt an existing
database features or code that make use of the tables

data in order to use JSON documents. As already explained
above, in Oracle Database 23¢, JSON Duality Views allow
you to treat JSON data as if it were relational data, enabling
you to use SQL to query and join JSON documents alongside
traditional relational tables.

In summary, Oracle's approach to JSON Relational Duality
provides the benefits of a unified data management system,
enabling developers to work with both relational and JSON
data in a cohesive manner. This approach combines the
flexibility of JSON with the reliability and transactional
capabilities of a mature relational database system. Using
pure document databases requires that you actually know
and understand to a certain extent the concepts of relational
databases. By just following the hype, you might find yourself
at some point in a dead-end as often document stores do
not deliver on the promises you read about before adopting
them. Document-oriented databases for storing JSSON are
part of the past. Reality needs Duality; Pure JSON is for
Fiction.
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In the quest to modernize enterprise computing, IT leaders are compelled to shift towards a cloud-based model, aiming
for increased efficiency while minimizing costs. This transition necessitates enhanced cybersecurity measures without
compromising the reliability of crucial workloads. A comprehensive transformation involves both existing and new
applications, with the public cloud playing a pivotal role. However, a full-scale migration to the public cloud may not be

practical. Oracle's Autonomous Database stands out as a solution that facilitates this transformation by introducing a
new era of data management, available in both public cloud and on-premises options, ensuring immediate cost savings
and agility enhancements.

Similar to an autonomous car, the Oracle Autonomous Database offers a performance and reliability level beyond what
manually managed databases can achieve. In comparison to a database under manual management, the Autonomous
Database delivers cost savings, superior performance, increased availability, and eradicates the potential for human error.




Key Capabilities
Let's assess some of the key capabilities of Oracle's
Autonomous Database.

Self-Securing

The Autonomous Database ensures enhanced security
compared to manually operated databases, as it autonomously
safeguards itself without relying on the availability of an
administrator. This defense mechanism is effective against both
external and internal threats. Security patches are automatically
applied every quarter, minimizing the window of vulnerability
compared to traditional Oracle databases. In the event of

a zero-day exploit, off-cycle patching can swiftly occur. The
Autonomous Database employs a rolling patching approach
across cluster nodes, ensuring self-securing without causing
application downtime. Additionally, the database features
always-on encryption, and future enhancements will allow
customers to manage their encryption keys for added security.
Oracle’'s Data Masking and Redaction technologies further
contribute to security by concealing sensitive data for specific
users or workloads and masking it in test databases.

Self-Repairing

The Autonomous Database surpasses the reliability of manually
operated databases through various automated mechanisms.
Upon startup, it autonomously configures a triple-mirrored
scale-out setup in a regional cloud datacenter, with the option
for a full standby copy in another region. The database adeptly
recovers from physical failures at both server and datacenter
levels and can revert data to a specific point in time to rectify
user errors. Rolling updates across cluster nodes maintain
application availability during database, cluster ware, OS, VM,
hypervisor, or firmware updates. In the event of an impending
error, the database employs Al diagnostics to identify the root
cause, with nightly backups serving as an additional safety

net. Future updates can be validated through replaying the full
production workload in a parallel testing environment. Oracle
guarantees a 99.995% uptime, covering planned maintenance
and other common sources of downtime.

Tailored for Diverse Workloads
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Modern vehicles are designed for specific purposes such
as family transportation, vans, pickup trucks, or sports cars.
Similarly, the Autonomous Database encompasses a unified
set of technologies offered through various products, each
tailored to address distinct workloads (also see Fig. 1):

1. Data Warehousing: The Oracle Autonomous Data
Warehouse is optimized for simplicity and efficiency, making
it ideal for data marts, reporting databases, and data
warehousing. It has been available since March 2018.

2. Transaction Processing and Mixed Workloads: The
Oracle Autonomous Transaction Processing is crafted to
support mission-critical enterprise applications, including
mixed workloads and real-time analytics, without
compromising application performance. It has been
available since July 2018.

As Oracle continues to evolve, the autonomous principles of
self-driving, self-securing, and self-repairing will be extended
to other types of databases. Furthermore, the Autonomous
Database serves as a cloud-native enterprise-class
foundation, providing IT leaders with a robust platform for
new application and data science development.

ORACLE
AUTONOMOUS
DATABASE

Autonomous
Transaction Processing (ATP)

Autonomous
Data Warehouse (ADW)

Best for TP and Mixed Workloads:
» Transactions, Batch, Reporting, loT
= Application Dev, Machine Learning

Best for all Analytic Workloads:
= Data Warehouse, Data Mart
» Data Lake, Machine Leamning

Fig. 1: Autonomous Data Warehouse and Autonomous Transaction Processing
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Oracle Application Express (APEX), a low-code development
framework, is pre-configured and ready for use immediately
upon provisioning an Autonomous Database. This user-
friendly development environment allows developers to
efficiently handle tasks such as data loading, database
object management, REST interface development, and the
creation of applications that function seamlessly on both
desktop and mobile devices. Much of the development
process is automated, covering aspects like security,
authentication, database interactions, input validation,
session state management, and various other dependencies,
all of which work effortlessly out of the box.

The Autonomous Database delivers an instant platform for
application developers, offering a range of data management
methods while maintaining the simplicity of a self-managing
database. With a simple button push, app developers can
provision a database capable of handling mission-critical
tasks. Additionally, the Autonomous Database provides
advanced SQL and PL/SQL support, enhancing developer
productivity by minimizing the amount of application code
needed to implement complex business logic.

The Enterprise Edition

The basis of the Autonomous Database is rooted in Oracle
Database Enterprise Edition, the very database that customers
have relied on for years to handle a diverse range of
workloads, encompassing Data Warehouse, Analytics, and
Transaction Processing. The Autonomous Database streamlines
management complexity by utilizing automated configuration
settings, as elaborated later in this document. Furthermore, the
autonomous database is constructed on and automates various
advanced database technologies unique to Oracle, including:

+ Real Application Clusters for scale-out, failover, and online
patching

* Online operations for seamless schema changes

* Active Data Guard for database-aware Disaster Recovery

« Parallel SQL for optimal throughput

« Database Containers for enhanced agility
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« Database In-Memory for superior performance
 Transparent Database Encryption for robust data protection
« Database Vault for role segregation

Provisioning Databases

In a conventional data center setting, administrators
undertake various tasks to finalize the database provisioning
process, a process that typically spans days or even weeks.
These tasks encompass identifying and allocating compute
and storage resources, installing and configuring system
software, installing and configuring database software,
configuring Oracle Grid Infrastructure, configuring Oracle
Real Application Clusters, and installing and configuring
monitoring software. The Autonomous Database streamlines
these tasks, executing them automatically, and promptly
addressing any arising issues either automatically or
through Oracle's Cloud Operations team. The provisioning

of Autonomous Databases is notably straightforward,
involving users providing essential information for database
provisioning along with optional advanced settings.

Provisioning - Basic Settings

Customers can rapidly provision Highly Available
Autonomous Databases, which run RAC databases on
Exadata Infrastructure, within a matter of minutes. This

can be effortlessly accomplished through either the service
console or the REST API, requiring only a few straightforward
pieces of information to be provided.

Autonomous Databases are swiftly provisioned within minutes to
accommodate the selected workload type. Oracle automatically
conducts nightly backups for all Autonomous Databases,
retaining these backups for a duration of up to 60 days.

Autonomous Database Administration
Autonomous Database streamlines nearly all administrative
tasks associated with Oracle databases, tasks that
traditionally demand substantial time and effort from
Database Administrators, System Administrators, and

other IT Professionals. The core automation capabilities of
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Autonomous Database are listed below. Learn more about Oracle’'s Autonomous and database
consolidation thru the references and links below.

* Provisioning https://www.oracle.com/autonomous-database/

* Scaling https://www.oracle.com/a/ocom/docs/database/oracle-
+ Management autonomous-database-strategy-wp.pdf

* Security https://blogs.oracle.com/database/post/a-guide-to-why-
+ Data Protection and-how-to-consolidate-databases

* Optimization

Customers maintain the required level of control to provide
database services aligned with business requirements, all
while leveraging this unparalleled degree of automation.
Oracle offers a suite of powerful tools that enable customers
to manage Autonomous Database seamlessly within the
broader infrastructure of any enterprise, facilitating the
adoption of Autonomous Database without significant
disruption to Information Technology teams.

Summary

Oracle Autonomous Database, a revolutionary platform, brings
unparalleled automation to data management, ensuring
optimal performance, security, and reliability. With features
like self-driving, self-securing, and self-repairing capabilities,
it eliminates the need for extensive manual interventions,
providing a robust and efficient solution. Available in two
editions, Autonomous Data Warehouse and Autonomous
Transaction Processing, it caters to different workloads,
ensuring simplicity, cost-effectiveness, and advanced support

for SQL and PL/SQL. Additionally, it offers tools like Oracle Divit, a seasoned IT professional with over 20 years of
Application Express for low-code development and integration industry expertise, he spearheads technical partnerships,
with existing infrastructure, empowering businesses with defines team vision, and champions new strategic
flexibility and control. Provisioning is streamlined, taking just endeavors. As the host of popular podcasts like “Tech
minutes, and daily backups are automatically managed, Talk with Divit”, “Live Labs with Divit", and “Cloud Bites
enhancing data protection. The automation extends to with Divit”, he showcases technological initiatives and
administrative tasks, saving time for Database Administrators leadership. In 2022 and 2023, he served as Oracle

and IT Professionals. The solution strikes a balance between TV's correspondent for CloudWorld. His passion for
automation and customer control, ensuring seamless knowledge sharing extends to international conference

integration into diverse enterprise infrastructures. talks, technical blogs, and multiple books on emerging
technologies.
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Stefan Oehrli

Learn more about the groundbreaking advances in Oracle database security made with the introduction of DBSAT 3.0
and the recent update to DBSAT 3.1. This article explores the innovative features and enhancements introduced in these
releases and provides valuable insights for technical professionals looking to strengthen their database systems.




In November 2023, Oracle introduced version 3.0.0, a
comprehensive upgrade of its Database Security Assessment
Tool (DBSAT), taking a major step forward in the optimization
of database security and compliance. This was followed in
January 2024 by the release of DBSAT 3.1.0, which focused on
the latest improvements. This article looks at the key features
and enhancements of these releases and how they improve
the security and efficiency of Oracle database environments.

P

Fig. 1 DBSat Icon (© Stefan Oehrli)

g%y;eatures and Enhancements in DBSAT
DBSAT 3.0.0 marked a significant update with several key
Improvements:

« STIG V2R8 Compliance: The update introduced 30
new STIG findings and revised group IDs for compliance
with the latest Security Technical Implementation Guide
standards.

« Enhanced Auditing and Security: New auditing results were
added, including five specific additions, with updates to all
existing ones. Noteworthy is the focus on Sensitive Data and
Transparent Sensitive Data Protection (TSDP), along with the
integration of the Oracle Database 23c SQL Firewall.

- Sensitive Data Discovery: Enhanced capability to identify
Indian PAN and Aadhaar numbers, widening its scope in
sensitive information search.
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 Improved Clarity and Quality: Introduction of one-
line summaries for each check for better understanding,
labeling according to Oracle best practices, and notes on
unsupported features in Oracle Database 23c.

- Operational Enhancements: New options to exclude
certain users from reports, removal of Python dependency,
performance optimizations for faster data collection,
compatibility with Linux 64-bit Arm, and support for Oracle
Database 23c.

Enhancements in Release 3.1.0
The DBSAT 3.1.0 release in January 2024 focused on further
enhancements:

 Alignment with CIS Benchmark v1.2: Included 10 new
findings based on CIS recommendations for Oracle
Database 19¢, with updated references.

- New Finding for Autonomous Database Serverless:
Introduction of a finding related to pre-authenticated URL
requests.

- Comprehensive Security Checks: New checks for user
profile limits, EXECUTE permissions on various packages to
PUBLIC, and database security and administration-related
permissions.

 Auditing and Operating System User Configurations:
Addition of checks for auditing actions on synonyms
and operating system user configurations in pluggable
databases.

- Enhanced Existing Findings: Improved logic in user expiry
checks, optimizations in application owner assessments, and
updated TDE recommendations for Oracle Database 23c.

These collective updates in DBSAT 3.0.0 and 3.1.0 significantly
enhance the tool's capabilities, offering a comprehensive and
current assessment of Oracle Database security in line with
evolving standards and practices.

DBSAT in Action

Let's walk through a simple example of using *DBSAT* 3.1 to
evaluate a database running Oracle 19¢. For this purpose, |
am using a database container on my MacBook Pro running
Oracle Database 19c for ARM Linux. It's worth noting that
*DBSAT* now supports this configuration as well.

To find DBSAT, the easiest way is to visit the *Oracle
Database Security Assessment Tool (DBSAT)* product page.
From this page you will be redirected to Oracle support
document 2138254.1 to download the tool. Please note that
an Oracle account is required to access the download.

As mentioned above, Python is no longer required to run
DBSAT. All you need is an Oracle database, the appropriate
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credentials and a JDK. The JDK located in your Oracle home CORACLE BASE/oroduct /dbeat 3.1 0/dbent collect CereCDBUALS0
. . . _ produc Sat_o.1l. Sa (6f0] ecC -n system
directory will suffice. $HOME/CDBUAL90_ v3.1.0

We can proceed by unpacking the package into the
SORACLE_BASE/product directory. Here is an excerpt from the output of the DBsat call without
the license and version information:

unzip dbsat.zip -d $O0RACLE_BASE/product/dbsat_3.1.0

Setup complete.
) ) ) SQL queries complete.
If not yet set define the *JAVA_ HOME™ environment variable Warning: Exit status 256 from 0S rule: dbcs_status
/bin/cat: /u00/app/oracle/product/19.0.0.0/1dap/admin/fips.ora: No such file
or directory
Warning: Exit status 256 from OS rule: fipsl.ora
export JAVA_HOME=$ORACLE_HOME/jdk /bin/cat: /fips.ora: No such file or directory
export PATH=$JAVA_HOME/bin:$PATH Warning: Exit status 256 from 0S rule: fips2.ora
/bin/Ts: cannot access '/u00/app/oracle/product/19.0.0.0/rdbms/Tog/diag': No
such file or directory
Warning: Exit status 512 from OS rule: diag_dest_home
v ; ; 0S commands complete.
Vern‘y if we can run dbsat and dlsploy Its new usage. Disconnected from Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 -
Production
Version 19.19.0.0.0

$ORACLE_BASE/product/dbsat_3.1.0/dbsat -h DBSAT Collector completed successfully.
If successfully you should see something like this. As you can see, there are a few warnings for certain OS
checks, particularly regarding the FIPS configuration and
oracle@cdbual90:~/ [CDBUA190] $ORACLE_BASE/product/dbsat_3.0.0/dbsat -h a Diag directory located below SORACLE_HOME. These

warnings can typically be ignored, especially if FIPS is not

Database Security Assessment Tool version 3.1 (Jan 2024) being utilized in your environment

Usage: dbsat collect [ -n ] <database_connect_string> <output_file>
dbsat report [ -a J [ -nJ [ -g ][ -x <section> ] [ -u <user> ]

<input_file> If you wish to do so, processing the generated JSON
B TR B g R R document is an option. However, creating a report from
Options: this data is usually more straightforward. DBSAT offers the
=@ Report with alll usen accounts, including locked and schema-only, flexibility to create reports in different formats such as JSON,
Oracle-supplied users .. .
-n No encryption for output text, HTML or Excel. It is important that you are in the DBSat
-g Show all grants including Common Grants in a Pluggable Database : : :
-x Specify sections to exclude from report (may be repeated for dlreCtory V_Vhen CreOtmg the reporE so that the tC")O| can find
multiple sections) the xIsxwriter. After executing the "dbsat collect" command,

-u Specify users to exclude from report

o Contraration FiTe For discoveren the report can be created as shown below.

cp $HOME/CDBUA190_v3.1.0.json $ORACLE_BASE/product/dbsat_3.1.0/
cd $ORACLE_BASE/product/dbsat_3.1.0/

./db -n -a -g CDBUA190_v3.1.0
Run the Assessment sat report -n -a -g CDBUAI90_v

Like its predecessors, DBSAT can be operated in three

different execution modes: collect, report, and discover: Additional variations on utilizing DBSat are detailed in the
User Guide available in the online documentation. This
1. dbsat collect: This mode collects data from the specified includes features such as output encryption, including
database. common grants in a pluggable database, excluding specific
2. dbsat report: A comprehensive security assessment sections or users, and more.
report is generated.
3. dbsat discover: This function identifies sensitive data Analyze the Report
located in the database. When examining the HTML report, the additional details
for each finding become immediately evident. For instance,
Let us now proceed to collect data from the container consider the example below, which shows the rule checking
database CDBUA190 using the user account system. for the latest security patch.

EiE
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Rule D
Patch Check
L.AL@_I Ina'iqa‘tinﬁ

INFO.PATCH l Relevance to
Bne{-\ olescr\p‘tlon orp wssd The Oracle Database should be patched | Reﬁulo\tions
recommended Action

Status High Risk
Summary racle Database version is supported bu TPatchrmissi Possible Risk Levels:

Latest comprehensive patch has not been applied. —— EVm'luxte, Advisory,
| Details Latest patch not applied for a supported database version.‘ Low, Meal'lu»«, or High

emarks m Use fixes to newly
identified bugs will not be implemented by the vendor. The lack of support can result in potential
vulnerabilities. Systems at unsupported servicing levels or releases will not receive security
updates for new vulnerabilities, which leaves them subject to exploitation. When maintenance
updates and patches are no longer available, the database software is no longer considered
supported and should be upgraded or decommissioned.

Comprehensive breakelown
of the PMol‘m?

Rationale and /

Recommendations

It is vital to keep the database software up-to-date with security fixes as they are released.
Oracle issues comprehensive patches in the form of Release Updates on a regular quarterly
schedule. These ugdates should be applied as soon as they are available.

M“PP;"ﬁ to References Oracle Best Practice
Resulp,t‘.ms -— CIS Benchmark: Recommendation 1.1
DISA STIG: V-237697, V-237748, V-251802

Fig. 2: Description of the fields for a security finding (©Stefan Oehrli)

DBSat has significantly broadened its coverage to include
more than 120 deliverables. These encompass not only STIG
and CIS recommendations but also Oracle Best Practice
(OBP) topics. This expansion is especially advantageous
given that Oracle's feature and release cycles don't always
align with updates to existing standards and frameworks. It's
crucial to note that each new Oracle release introduces fresh
features. These features demand proper configuration and
can have a considerable impact on database security.

DBSAT stands out for those managing databases with a
long history, including multiple migrations. It offers crucial
desupport information pertaining to the latest Oracle
database version, 23c. This aspect is invaluable, ensuring
that even databases with a complex, evolved history
maintain compatibility and security with the newest Oracle
technologies.

Further Information and Tips on Additional
Tools

Collect and Report are the most frequently used functions of
DBSat, but it is important to know that these are not the only
options. The Discover mode, for example, offers a valuable
feature: it scans the data dictionary or table definitions
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to identify columns with sensitive data. Oracle provides a
number of pattern files in different languages to help detect
tables and columns with sensitive data. These pattern

files are customizable and can be adapted to specific
requirements. The DBSAT documentation contains some
examples and use cases for the Discover mode.

In addition to the well-known features, two lesser known but
equally useful tools are available in Oracle Support Note
2138254.1:

- dbsat_extract: This Python script is designed to extract
specific results based on their identifiers. It is particularly
useful for focusing on specific areas of interest or concern
within the DBSat results.

- dbsat_diff: Another Python script, dbsat_diff, is used
to compare two DBSat reports to identify differences.
This is particularly useful when tracking the evolution of
database security over time or evaluating the impact of
changes to the database environment.

These tools are particularly useful when processing DBSAT
JSON files on a regular basis. They provide a more detailed
and customized approach to assessing database security,

enabling in-depth analysis and more informed decisions to
maintain robust security standards in Oracle databases.

Conclusion

DBSAT 3.0.0 and the update to 3.1.0 represent a significant
leap forward and offer numerous enhancements that
improve not only functionality but also usability. One
outstanding feature is the newly gained independence from
Python, which simplifies deployment directly on the DB server
or remotely from a DBA workstation.

The security checks have been carefully enhanced and
prepare the tool for the upcoming Oracle Database 23c.
Updates such as STIG-V2Ré6 compliance and Oracle Best
Practice tagging help to interpret and prioritize results.
The revised format of the report, which now includes clear
explanations, risk levels and best practice guidance for
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https://support.oracle.com/epmos/faces/DocContentDisplay?id=2138254.1

each finding, greatly aids understanding and remediation of
security issues.

In addition, DBSAT provides flexibility in handling large-scale
findings. Users can streamline assessments and reports by
excluding specific users or areas and focusing on critical
areas.

Additionally, DBSAT's integration with Oracle Data Safe,
Oracle Audit Vault and Database Firewall underscores its
importance. The enhancements in DBSAT 3.0.0 and 3.1.0 not
only increase the standalone capabilities, but also enrich the
security capabilities of these integrated Oracle products.

Additional Resources
Some links and references related to this topic.

* Oracle Database Security a technical primer

« Oracle Database Security Assessment Tool DBSat

« Oracle Database Security Assessment Tool Documentation

* LiveLabs - Database Security Assessment Tool (DBSAT)

« Oracle Support Document 2138254.1 Oracle Database
Security Assessment Tool (DBSAT)

« Oracle Support Document 2484219.1 Common Questions
and Issues For Oracle Database Security Assessment Tool
(DBSAT)

« Oracle Support Document 2651827.1 Does DBSAT Scan for
all of the STIG And CIS Benchmark Controls?
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Stefan, an Oracle ACE Pro and Tech Architecture
Manager at Accenture, brings over two decades of
expertise in Oracle database systems. With a strong
focus on physical design, implementation, and operation,
Stefan is renowned for his deep knowledge in Oracle
database security, including Oracle Advanced Security
and Oracle Unified Directory. He excels in implementing
robust security measures and is a sought-after speaker at
conferences and user group meetings. Notably, Trivadis,
a renowned Oracle company, is now part of Accenture
Technology, further strengthening their capabilities in
delivering comprehensive Oracle database security
solutions. Stefan is co-author of the book Der Oracle
DBA (Hanser, 2016). He lives with his family in Muri,
Switzerland.
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https://download.oracle.com/database/oracle-database-security-primer.pdf
https://www.oracle.com/ch-de/database/technologies/security/dbsat.html
https://docs.oracle.com/en/database/oracle/security-assessment-tool
https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=699
https://support.oracle.com/epmos/faces/DocContentDisplay?id=2138254.1
https://support.oracle.com/epmos/faces/DocContentDisplay?id=2484219.1
https://support.oracle.com/epmos/faces/DocContentDisplay?id=2651827.1

Valli Ranjanathan

Sybase to Oracle Migration -
Seamless and Smooth
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Migrating data between different database environments is something all of us as Database Administrators have
encountered in our career path as IT professionals. Whether our involvement was from design to implementation or

just participating as an end user is immaterial - we all have participated and appreciate the planning and attention

to details that go into a migration. Ensuring a database migration is smooth and seamless as opposed to becoming a
nightmare is only possible by paying extra attention to an enormous number of details. As the old saying goes, the devil
is in the details.



Database Migrations: An Overview
Migrations are often the backbone of advancing our
database and application environments to a more powerful
and secure digital state. Here are just a few of the more
common ones and a short list of some of the tools and
techniques we can deploy:

Migrating database across physical data centers

o Lift and shift

o SAN-based replication methods

Migrating database between different operating systems
o RMAN Cloning

o GoldenGate replication

o Cross-Platform Transportable Tablespaces

« Migrating to a higher database release

o In-place or out-of-place upgrades

Migrating across technologies - GoldenGate replication /
RMAN Cloning

o Sybase to Oracle

o SQL Server to Oracle

 Migrating from on-premises datacenter to a public cloud

like Oracle Cloud Infrastructure (OCI) or Microsoft Azure

The last decade or two has seen a huge amount of digital
transformation; all of us have worked tirelessly to move from a
variety of OS's - for example, from AlX/Solaris to Linux. We have
been planning and designing data center migrations to ensure
better resiliency and disaster recovery. RMAN cloning and
transportable tablespaces and in some cases GoldenGate have
been the go-to methodologies for OS migration.

The most common of all and least complicated are of course
the plethora of upgrades we do for the enterprise system'’s
OS and the database itself. This is at least an annual if not
quarterly task for most of us working on upgrades, whether
those upgrades are in-place or out-of-place. Between

the different OS upgrades and periodic patching and the
database version upgrades, we as technology subject
matter experts are always planning and designing them and
implementing them to perform as flawlessly as possible.

Cross-Technology Migrations: Migrating between
technologies becomes a more evolved process, as there are
several nuances that we need to take care of to ensure data
integrity and optimal performance on the target technology at
least to match the source technology if not surpass it.

Cloud Migration: The last few years have been dominated
by different types of cloud migrations that have catapulted
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us into a whole new era of digital transformation. With
the advent of cloud technology there has been a surge

of migrations to the latest technology available in the
various public clouds to help companies give themselves a
technological facelift.

Is there a one-size-fits-all formula for
successful migration?

At this point, it should be painfully obvious that every migration
effort is unique! Irrespective of what is being migrated, for it to
be successful we need a detailed plan that walks us through all
the steps from start to finish, but that is not necessarily enough:
We also need to consider how to ensure optimal performance
and efficiency on the target technology/destination. Wouldn't
it be great to have a framework we can rely on regardless of
the underlying technologies, including some basic steps that we
can go through to achieve a smooth transition? Let us review

a few basics and build this framework by answering these
questions. We will use a Sybase to Oracle (S20) migration as
our example:

« What encompasses a Sybase to Oracle (520) migration?

- What key elements/issues do we envision we will likely
encounter during the migration?

- What nightmare possibilities are we able to identify during
and after the migration?

« How do we guarantee enhanced performance at the
destination after the migration?

The Basics of Any Migration - S20 included
* Migration of Data Objects
« Data Migration and Validation
* Maintaining Data Relationship Integrity

Migrating databases is all about the data objects, data
integrity and the relationships between the objects that
keeps the database coherent. To migrate them from any one
technology to another we need to have a good grasp on the
integrity relationships and especially the datatypes and how
they map between the two technologies.

Sybase to Oracle Migration: A Case Study

Let us use a case study to go through the specific issues of
Sybase to Oracle migration and data mapping to ensure a
smooth migration and resulting in increased performance.

The project encompassed the migration of 15 applications
running on 35 databases. The design of the databases was
intertwined and convoluted at best. Legacy design and prior
migrations had created lot of duplicates in the design. The
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same data was being collected by multiple applications

in different contexts and then ETL jobs were run nightly to
sync all the different databases to ensure data integrity was
maintained across the different systems.

Issues at a Glance: Multiple Systems / Applications
« A common issue with legacy apps: Multiple databases
which really needed to be aggregated
« Duplicated functionality in application
« Data issues arising from duplicated objects
« Triggers used for data updates
« Convoluted entity relationships
« Complex data aggregation code for reporting across
applications
« Multiple scripted jobs to satisfy data validation and nighty
sync

Redesigning the database for clarity and increased
functionality is one of the main complex tasks that needs to
be done at the outset. Creating an ERD (if you don't already
have one!) will help with normalizing the data and working
on consolidation to ensure we have a good database design
going into Oracle. This is vital to improve query efficiency
and performance. It's also a good idea to evaluate and

if necessary to redesign triggers and data flow to enable
updates efficiently via procedures.

Establishing a single data flow through the application is
essential to remove duplicated functionality. It also helps
establish data integrity. Once the database design is finalized,
we can create the target and start planning the data migration.

Here are the key goals identified for the migration process:

+ Database consolidation

Data integrity

Ease of maintenance of database and application
Ease of operations

Application consolidation

Ease of enhancements

« Security and hardening

« Audit requirements

| also identified these steps to ensure the above goals are
successful:

« Migration assessment
o Data analysis
o Reverse-engineering data structures (building an ERD is
immensely helpful here!)
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Schema code conversion

Data conversion from Sybase to Oracle
 Extensive testing

Go-live checklists

* Monitoring for post-migration success, including
application connectivity and performance

Finally, we performed extensive application analyses
alongside our developers on these crucial activities to ensure
overall success:

Data flow testing

Replacing Sybase-specific features with Oracle corollaries
« Dynamic SQL

« JDBC connect logic

Data Migration Options

Fortunately, we have several excellent tools that make data
migration less painful. Choosing which tool to use will depend
on your individual circumstances.

SQL Developer

SQL Developer is an extremely reliable tool for all types of
migrations. Setting up SQL Developer and running the built-in
migration toolset helps to understand the mapping of objects
between the source and target (Sybase and Oracle). See Fig. 1
and Fig. 2 for examples of how simple it is to set up this
toolset.
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Fig. 1: SQL Developer- Finding the Migration Toolset
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B Migration Wizasd - Step 1 of 10
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Fig. 2: SQL Developer - Setting up Migration Toolset

Often, SQL Developer does a good job of migrating the data;
however, there are a few datatypes that may have issues
and we have to look at other tool options like GoldenGate.
LOBs and BLOBs can cause issues and these may need to be
migrated piecemeal using other tools.

GoldenGate

One of my favorite tools for migration is Oracle GoldenGate.

It is extremely versatile and robust due to the numerous
functionalities it offers. GoldenGate replication can be set up
between any two environments; differing OS and database
technologies between source and target environments
therefore become less relevant, which is what makes its ability
to map multiple databases into a single database versatile for
all cross-technology migration.

We can use GoldenGate for migration from Sybase, SQL
Server, or even Postgres to Oracle. When we set up the

initial sync from source to target, we should enable change
synchronization as this feature helps for continuous flow of
replication between source and target and helps with cut-over
during the final migration.

Sybase to Oracle Data Migration: Some
otable Pain Points and Resolutions

As you might guess, my suggestions above derive from my

own personal experiences. Here are just a few examples my

team and | recently encountered during a Sybase and Oracle
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conversion project and how we finally resolved them.
Trailing Blanks
Data type: Sybase CHAR/VARCHAR conversion.

Issue: Queries in Sybase return data while same queries
returned no data in Oracle.

Cause: Sybase CHAR/VARCHAR allows leading and trailing
blanks in the field.

Sybase ignores leading and trailing blanks, so results sets are
matched and returned. Oracle does not ignore these blanks,
so resulting data is a mismatch and queries return no data.

Resolution: Oracle enforces blanks, so creating a special
script to remove leading & trailing blanks helps retain data
validity.

NOT NULL Constraints
Issue: Tables with NULL values having NOT NULL definition.

Cause: Sybase NOT NULL definition can be added to a table
with NULL values; the rule is not enforced to previously housed
data.

SQL Developer converts these as NOT NULL constraints
resulting in data load failures.

Resolution: Redefine table as needed (NULL/NOT NULL),
cleanse the source data, and reload it in Oracle.

Data Mapping Issues

Any migration across database technologies will encounter
datatype mapping issues among others, but being prepared
by doing adequate research on the type of data we have in
the source and how it will be accommodated by the target
helps us be prepared to resolve the issues we may encounter.
When migrating data from Sybase to Oracle, here are just a
few of the most common issues I've encountered. I've broken
them down between those related to data transfer vs.
database objects. Going through all of these issues and their
resolution might seem boring, but they're absolutely crucial to
identify at the outset to ensure a successful migration.

Datatype Issues

It's not surprising that the largest number issues revolve
around how Sybase and Oracle store and handle data. Here
are some of the most glaring problems our team discovered
during our migration.
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Datatype conversions are the most crucial part of migration.
The variety of data types we have and the comparable
counterparts in Oracle like Bit to Number, Int to Number, Text
to CLOB, Image to BLOB, datetime. The reason we run into
issues is predominantly due to the way the data is stored by
Sybase Versus Oracle.

For instance, consider the TIMESTAMP datatype. Oracle
stores at the nanosecond level, so it may not match what how
Sybase has stored it within its tables. Another datatype issue
that can be puzzling to resolve are Sybase's image datatypes
versus Oracle's various LOB (CLOB, BLOB, NCLOB) datatypes.

The best way to resolve these conversion issues is by doing
at least a few due diligence activities like understanding

the differences between Sybase and Oracle datatypes.
Conversions to Oracle's DATE and TIMESTAMP datatypes are
not necessarily trivial, and it's important the conversions have
occurred properly, especially when those columns are used

in selection criteria by applications and queries. Likewise,
loading of image data types may even need to be performed
via individual files to ensure data integrity is preserved.

Object Issues

“Scratch” Tables vs. Temporary Tables: Some older
Sybase-based applications made frequent use of “scratch”
tables. Be aware that these are definitely not the same as
Oracle's temporary tables! In fact, they're more like Oracle
PL/SQL collections. However, there's no easy way to simply
translate Sybase logic around scratch table usage to PL/SQL
collections, so it will likely consume a lot of time you may not
have anticipated.

Most of all, don't just blindly shift the usage of Sybase scratch
tables to Oracle temporary tables without understanding
exactly how Oracle handles redo log entries, or you may see
enormous use of redo logs when you least expect it.
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Summary: Yes, The Devil Is Indeed in the
Details.

Hopefully my experiences have convinced you that there's
incredible value in meticulously planning your migration process
using a framework so that you achieve a smooth and seamless
cross-technology migration. If this article proves anything, it's
that the old saying is indeed true: the devil is in the details.

Valli is an Oracle ACE Associate and an Oracle Certified
Cloud Architect Professional who has worked on several
types of database migrations. Over the years she has
played a key role in various enterprise organizations to
help with data center migrations and cross database
technology migrations. Having successfully performed
different types of migrations, Valli likes to share her
knowledge with the community by speaking about them

at conferences and by writing articles. As a consultant,
bringing the most efficient and cost-effective techniques to
the table is a key skill that she values more than anything
else. Valli has 25+ years of Oracle database administration
expertise and is a well-known speaker at Oracle
conferences in the USA.
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Rethink your Data Managément:
Oracle Open Approach to Data Lakes
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st pive into the world of modern data management with Oracle's Autonomous Data Warehouse (ADW). This article , '. IR
|| explores the open and innovative Data Lake architecture of ADW, giving a purely business-driven choice of a | -

database-centric and an object store-centric model without the need of making financial-driven sacrifices with
Oracle’'s eCPU model.
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In the rapidly evolving landscape of data management,
Oracle's Autonomous Data Warehouse (ADW) stands at the
forefront, offering innovative solutions for data lakes. This
article dives into the open architecture approach of Oracle
ADW, exploring the unique strengths and applications of
both database-centric and object store-centric models
jointly without any sacrifices. We will also highlight the
transformative eCPU model, showcasing how Oracle is
redefining the economics of data storage and management,
making it a game-changer for organizations seeking cost-
effective, high-performance data solutions.

Autonomous Data Warehouse as a Data Lake
» Optimized and unified
+ All data processing via ADW

@ BB & G

Data Data Data Graph Spatial

Transforms Analytics Science t !
/ Cleansing Y /M Analytics Analysis

Cloud Data Lake in OCI
» Open and interoperable
» Data processing via engine of choice

0OCl Data
Catalog

Open Source \_/ Autonomous Data Warehouse

Fig.: Different approaches to Data Lakes on Autonomous Database.

Understanding Oracle’s Open Architecture,
offering both Database-Centric vs. Object
Store-Centric models

In the realm of data management, two prominent
architectures emerge: the database-centric and the object
store-centric. The database-centric model, known for

its superior performance and robust security features, is
designed for organizations prioritizing fast, efficient data
processing and solid on data governance. On the other
hand, the object store-centric approach offers flexibility. It
facilitates instant data access, bypassing traditional ETL
processes and supports diverse analytical engines, making
it ideal for environments demanding adaptability and multi-
cloud integration.

Oracle's Game-Changing eCPU Model: A
New Cost Paradigm

Oracle's introduction of the eCPU model marks a turning
point in data storage economics. Historically, the cost has
been an important factor in choosing data architectures,
with object stores being the more budget-friendly option.
The eCPU model disrupts this status quo by aligning the
cost of Oracle's database-centric solutions with those of
object stores. This innovation empowers organizations to
leverage the high performance and security of database-
centric architectures without the traditional cost compromise,
catalyzing a shift in the data management landscape.
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Embrace the Best of Both Worlds: Oracle's
Flexible Data Lake Strategy

Oracle ADW's flexible, open data lake strategy starts a new
era in data management. By allowing organizations to blend
the database-centric and object store-centric models, Oracle
ADW provides a customized solution that embraces the
strengths of both. This strategy includes supporting a wide
range of file formats, ensuring compatibility with multiple
cloud platforms, and planning for future integrations like the
lceberg table format and Delta Sharing Protocol. All these
formats are available in multiple clouds, such as AWS, Azure
and GCP. Such flexibility ensures that Oracle ADW adapts

to varied organizational needs, offering a comprehensive,
secure, and efficient data management solution.

Alexey has been working in the Data Warehouse

and Data Lake areas for 15 years, 11 years of those at
Oracle. Alexey started his career as a Data Warehouse
developer. He has hands-on experience with technologies
such as Oracle Exadata, Teradata, Greenplum, and
Apache Hadoop. In 2012, Alexey joined Oracle as a Sales
Consultant and evangelized Big Data technologies such
as Hadoop and NoSQL. After he joined the development
team in 2015, his primary focus was outbound product
management (bringing best practices from HQ to the
field and bringing back customer feedback to incorporate
it into Oracle's product roadmap). Starting in 2019, Alexey
focuses on inbound product management for several
Cloud Services, including Big Data Service and Lakehouse
features of Autonomous Database.
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Oracle Application Express (Part 13)
2023, the second: APEX 23.2

Workflows, Working Copies and much more ...
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Introduction

APEX 23.2 is available since November 2023. As always, the
new release introduces some marquee features, like Working
Copies and declarative Workflows, as well as several other
new functionality and enhancements. These include new
page items, improved components, new REST connector
types, application builder improvements and much more.

Working Copies

Many APEX developers work on small applications in rather
small environments - without separate APEX instances for
development, test, and production. When changes are
done to an application, they're immediately visible to end
users. This medal has two sides: APEX developers can be
blazingly fast in applying quick fixes and improvements to
an application. The backside is that it's as easy to break the
application with just a “small change”.

The new Working Copies feature in APEX 23.2 is targeted
to those people. APEX allows to create a copy of an
application in which such changes can be applied - the
original application remains unchanged. Developers can run
the working copy, test the changes, verify that only intended
changes were done and finally merge the changes back into
the original application.

Working Copy is not intended as a replacement for version
control like Git or SVN, or a replacement for dedicated

development and testing systems. It's rather intended as a
solution for those APEX developers who don't have access

Create Working Copy

Main Application ID 100
Main Applic ame  OraWorld Magazine

Working Copy Name  OraWorld - Hotfix #1

Working Copy Description : Some Description

Create Working Copy

Fig. 1: Create a new Working Copy for an existing application.
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to such systems, who only work within their APEX workspace.
Such developers can now get a great deal of additional
safety before applying changes to their applications.

Using the new Working Copy feature is super-simple. To
create a new working copy for an application, simply click the
Create Working Copy link within the Working Copy Tasks
section to the right. A dialog opens where a name and a
description for the working copy can be provided (Fig. 1).

The working copy is technically just a copy of the application
- Fig. 2 shows that the working copy has its own application
ID. However, APEX maintains the relationship between the
original application and the working copy, and provides
compare and merge options. Working Copies can only be
created on top of applications, a working copy “from a
working copy” is not allowed.

The working copy can be changed and tested like a normal
application. Developers can now change pages and shared
components. The working copy can be started as always,
using the Run Application button.

With the Compare Changes option within the working copy
menu, developers can get an overview of all differences
between the original application and the working copy. Fig.
3 shows the results of a Compare Working Copy operation.
The dialog shows a summary of changes per component
(page, shared component); a detailed diff is brought up by
clicking the Diff icon.

APEX App Builder - SQL Workshop Team Development sallery Q_ search ,:Q},

,ﬁ Application 101 ¥ OraWorld - Hotfix #1

Switch to Main

Working Copies

Merge into Main

Refresh Working Copy

C] &P St

Compare Changes

View Working Copy Details

Run Application Supporting Objects Shared Components Utilities

Delete Working Copy

Create Page

0 - Global Page 9999 - Login Page

Fig. 2: Aworking copy of application 100 has been created.
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Once changes are verified, developers can merge these

into the original application using the Merge Working

Copy function. APEX allows to choose whether the original
application is to be backed up before and whether the
working copy should be kept or removed. After merge, the
cycle is completed: the developer was able to apply a change
in a protected environment (the working copy), to verify it and
to finally merge it.

A few limitations apply to the Working Copies feature; an
overview is accessible from the Compare Working Copy
dialog (Fig. 4).

Workflows

APEX 23.2 introduces the new declarative Workflow
functionality, which enables developers to automate business
processes using a visual workflow designer. The workflow
engine is deeply integrated with APEX: Workflow activities are
like page processes, and known page processes like Execute
Code, Send Email, or Invoke API are natively available as
Workflow Activities. Process Type Plug-Ins can be enabled
for Workflow activities so that these are as extensible as APEX
page processes are.

A Workflow is created and maintained in Shared
Components, Workflows (Fig. 5). The workflow designer is
very similar to page designer, it should be immediately familiar
to APEX developers.

Workflows maintain their own state using Workflow
Variables and are thus independent from APEX sessions,
application, or page items. Parameters are used to pass
information into a workflow when it's started.

A workflow can be started from an APEX page using the
Workflow page process (Fig. 6), or from anywhere else, with
the APEX_WORKFLOW package. The Workflow page process
type also allows to terminate, suspend, resume or to retry a
workflow instance.

When the Workflow page process, with the Start type, is
executed, a new instance of the workflow is initialized and
started. The ID of that workflow instance can be returned
into a page item using the Workflow ID Item attribute.
This workflow instance ID can later be used to get status
information or to perform additional actions on that very
workflow instance.

To provide an overview of existing workflow instances, and
their states, to application users, a Workflow Console is

Follow us on W @EOUC ~ @ORAWORLD_ GURROTANIOE
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View Differences X

Main (100) OraWorld - Hotfix #1 (101)
Q T 4 B

output-as: HTML output-as: HTML
expand-shortcuts: expand-shortcuts: fz
5 84-4—

d: 2571931859704904

identification:

id: 2571931859704904
identification:

3 ve Report title: EMP Overviev
type: Interactive Report type: Interactive Report

table-name: EMP

include-rowid-column:

Fig. 3: Compare Working Copy shows detailed differences.

About Working Copies

Tips
¢ Exporting an application with working copies does not include them
> Export working copies separately as needed
Use Original IDs to maintain their link with main

¢ Unlink a working copy from main by using the Copy Application task

¢ Delete any working copies before deleting an application

¢ Developers can use distinct working copies. To avoid overwrites or errors on merge:
Reserve page ranges for new pages each developer will create
Agree on shared component names each developer will add

Unsupported Component Types

These component types are not yet supported for automatic merging: Translations, Themes, Theme Templates,
Supporting Objects, Application Properties, and Workspace-level components (for example, App Groups, Credentials,
Remote Servers). Developers can merge the working copy without deleting it, then manually apply the additions or

changes to these component types.

Limitations
Working copies have the following limitations:

¢ You cannot create a working copy of a working copy
¢ Deleted working copy pages or shared components must be manually deleted in main
e Components listed as Missing may have been removed in the working copy or may only exist in main

Fig. 4: Working Copy Limitations

t I picaion 334 | Shared Components . Worlos | Workflow Defiiton

DOAG Event Registration

nnnnn

| QL Query
‘ »

— :

Fig. 5: Visual Workflow Designer in APEX 23.2
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Dynamic Actions

bmit

Processing Page

In Parameter #2

hared Components Layout

Process

Identification
Name

Type

Execution Chain

Settings
Type
Definition

Details Primary
Key ltem

Workflow Id Item

Start my Workflow
Workflow

None

Start

myWorkflow

Fig. 6: Adding a page process to start a workflow instance in Page Designer.
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Completed Raise Invoice
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Doctor Appointment Workflow For SUSIE
Doctor Appointment Workflow - Initiated by RALF 13 days ago

Compute Doctor Availability

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago

Completed 13 days ago - Due 11 days ago

&1 Quick Edit

Fig. 7: The workflow console pages provide an overview on Workflow Instances and state

n OraWorld Magazine

’\Cﬂ’ Customize

‘ Crop Image

Image Upload

Fig. 8: The new Image Upload item has built-in processing capabilities.

Cancel Apply
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typically being used. The APEX create page wizard allows
adding such a Workflow Console to an application, which
consists of two pages: the overview page is based on Smart
Filters and shows a list of all workflow instances the current
user can access. The detail page allows to drill into a given
workflow instance. Fig. 7 shows how the workflow console
looks like.

New Page Items and Enhancements

APEX 23.2 adds quite some enhancements to Page Items,
Faceted Search and Smart Filters. First, three new page items
are introduced: Image Upload, Combobox and QR Code
Generator.

The new Image Upload item makes it easy to crop, resize,
and upload images. Resize and crop operations are done in
the browser on the client-side (Fig. 8). On mobile devices, an
image can also be captured from the camera.

The QR code item allows to generate QR codes directly

from session state values. Supported types are URL, phone
number, geolocation, email, SMS, or plain text. In addition
to the page item, APEX 23.2 also provides the new APEX_
BARCODE PL/SQL package which allows to generate QR
codes and barcodes from within PL/SQL - as PNG or SVG files.
In addition to the page item capabilities, APEX_BARCODE also
supports EAN8 and CODE128 barcodes.

The new Combobox item provides a modern and state-of-the
art Ul for selecting one or many values from an existing list
of values. A special characteristic is the handling of manually
entered values, i.e., values which do not exist in the provided
List of Values.

Old page item types like the Popup LOV “mixed” these
manually entered values with the values from the LOV, which
made it hard for the developer to distinguish whether a value
was chosen from the list or manually entered.

The new Combobox allows to specify a “sidecar” item, which
takes up all manually entered values - developers can clearly
distinguish these from other values in later processing. Fig.

9 shows an example of the Combobox item, highlighting the

manual entries item.

Besides that, the Combobox item supports template directives
for versatile display of list of value entries, client-side, and
server-side search, as well as caching.

APEX 23.2 also contains enhancements to Faceted Search and

=]
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Combobox Smart Filter EMP

NEW_EMPLOYEE:ANOTHER_NEW_EMPLOYEE
equals

Combobox

Emj not equals Manager Hired Salary Commission Department
KING X CLARK X SCOTT X NEW_EMPLOYEE X ANOTHER_NEW_EMPLOYEE X% |

~ KING SMI less than < FORD 12/17/1980 800 RESEARCH

© less than or equal to

BLAKE SMAN BLAKE 2/20/1981 SALES

' CLARK greater than SMAN BLAKE 2/22/1981 SALES

greater than or equal to

JONES MAI SMAN BLAKE 9/28/1981 2 SALES

« SCOTT 3
TUF 2000 SMAN BLAKE 9/8/1981 SALES

FORD ADAmS cLerk SCOTT 112/1983 RESEARCH

MILLER CLERK CLARK 1/23/1982 ACCOUNTING

Fig. 9: APEX 23.2 Combobox: manually entered values are maintained in an extra item. Fig. 10: End Users can choose the filter operator for the Input Field Filter or Facet.

Map Background: MapTiler Outdoor Cancel  Delete | ApplyChanges Custom Map Background
ShowAll  Settings  Subscription
Settings

A j P!'a;é_gje
f Czech

Name  MapTiler Outdoor )
Republic -

Type Vector Tile Layer Raster XYZ Tile Layer OGC WMS
APIKey  XX0000CKXXXX

URL to Map Stylesheet  https://api.maptiler.com/maps/outdoor-v2/style.json?key={api-key}

HTTP Headers URL to Map Stylesheet X

France -
URL used to fetch the style.json file contents describing the map tile layer.

Subscription You can add your API key if provided, and using the placeholder {api-key} to

have its value replaced in the URL, e.g.: http://example.com/path/{api-key}.
Subscribe From v

View Documentation
IThis is the "master" copy of this Map Background

No Map Backgrounds subscribe to this custom map background.

A point

Fig. 11: Configuring a custom Map Background.
Fig. 12: Custom Map Backgrounds in Action.

Smart Filters. The Input Field Facet or Filter type can now be Validation Regular Expression which is evaluated by APEX
configured to allow end users to determine the filter operator before reaching out to the REST API.
themselves (Fig. 10).
First support to create REST Data Sources from OpenAPI
Map Backgrounds descriptions was already added in APEX 23.1. This release
The Map Region was introduced with APEX 21.1. So far, extends OpenAPI support to REST Catalogs: A new REST
only the built-in background maps from the Oracle Map Catalog (in Workspace Utilities) can now be created from an
Server (maps.oracle.com) were supported. APEX 23.2 finally OpenAPI file, in JSON format (Fig. 14).
allows to use a different background map from a Raster or
Vector Tile Server, or from an OGC WMS (Web Map Service) Once the REST Catalog is in place, new REST Data Sources
endpoint. can be created with a “shopping cart” experience - the
typical four-step wizard is no longer required (Fig. 15).
Map Backgrounds are configured in Shared Components.
Fig. 11 shows an example for using an external Vector Tile APEX 23.2 also introduces new and improved REST Data
Layer (from maptiler.org) as a custom map background. Source Connector Types (Fig. 16). The new OData REST
Source connector allows to seamlessly integrate APEX
The custom map background can then be chosen in Map applications with OData REST APIs, and supports pagination
Region attributes in Page Designer, instead of the default as well as pushing filters and sorts, e.g., from an Interactive
map background. For the example in Fig. 11, the map would Report, down to the REST API. The OData adapter currently
look as in Fig. 12. only supports read operations; it cannot write data back to
an OData REST API yet.
Enhancement to REST Sources
REST Data Sources also experienced enhancements in APEX The existing Oracle Cloud Applications (SaaS) REST Service
23.2: Parameters for REST Sources are now datatype-aware REST Source connector was improved to support server-side
(Fig. 13) and are seamlessly converted between page items filtering, ordering and to write data from APEX (from a form or
and the expected parameter format. You can also specify a an Interactive Grid) back to the Fusion SaaS REST API.

Edit REST Data Source Parameter X Catalog from OpenAPI X
Use this dialog to configure REST Data Source parameters. Parameters enable support for dynamic URL parts or to pass additional HTTP request headers or a specific request body to the web service. Oracle APEX components
assign values to the parameters before invoking the web service. Group Internet APIs 7
Parameter Catalog  Create New Catalog v
Type URL Query String v

_ Name  Spotify Web API
URL Pattern, URL Query String, HTTP Header, Data Profile, Body

Name  queryl v

Internal Name  SPOTIFY_WEB_API

Default Value
Description  You can use Spotify's Web API to discover music and

Output Format Mask X podcasts, manage your Spotify library, control audio
playback, and much more. Browse our available Web API
Static [EESULE] endpoints using the sidebar at left, or via the navigation
Numeric Output format mask to convert the value of the parameter to a string
Data Type VARCHAR?Z) representation before sending to the REST endpoint as the )
¢ ) represen & & Default REST Source Type ~ Simple HTTP v
Timestamp parameter type specified in Type.
Output Format Mask Timestamp with Time Zone N
View Documentation S— q q

Boolean Default Authentication  OAuth2 Client Credentials Flow v

Advanced Binary
- Default Token Server URL  https://accounts.spotify.com/api/token
Cancel Delete Apply changes
Catalog Refresh URL \
Fig. 13: REST Data Source Parameters are now datatype-aware.
< Cancel Next >
Fig. 14: Creating a REST Source Catalog from an OpenAPI JSON file.
Create REST Data Source - Catalog Services s
v & < %
Choose Services Create REST Data ! REST Data Source Type X
il Seected CatalogRevices & 1 Determines the REST Data Source type.
eeeee
OData REST Service « Simple HTTP denotes a simple HTTP data feed. Oracle APEX assumes
check-current-user-follows get-an-albums-tracks REST Data Source Type | Oracle Cloud Applications (SaaS) REST Servi that all data is returned with the first request and that the server does
Check to see if the current user is following one or more artists or other Spotify users. + Get Spotify catalog information about an album’s tracks. Optional parameters can be used to limit the number of =, Oracle Cloud Infrastructure (QCI) TS SE'VEV-_S‘UE"“_E'IV"% OTUEV‘"EOV other advanced REST
tracks returned. T Oracle REST Data Services service feature. All invocation details and parameters must be
REST Enabled SQL Query configured manually.

URL Endpoint [ Typrd « Oracle REST Data Services denotes ORDS (Oracle REST Data Services)
check-if-user-follows-playlist REST Services. These REST services follow the Oracle REST standard,
Check to see if one or more Spotify users are following a specified playlist + get-an-artists-albums which means that GET, POST, PUT or DELETE operations are
Get Spotify catalog information about an artist's albums X standardized. Server-side filtering and ordering are supported. Oracle

APEX can leverage these features by delegating report order-bys and
filters to the REST service.
check-users-saved-albums » REST Enabled SQL Query denotes a REST Source on top of a SQL
Check if one or more albums is already saved in the current Spotify user's "Your Music' library. + Query executed on a REST Enabled SQL Reference. Oracle APEX
) supports filtering and pagination, but no DML on these endpoints.
« Oracle Cloud Applications (SaaS) REST Service denotes RESTful web
services provided by Oracle Cloud SaaS Applications. Use this web
check-users-saved-audiobooks service type to integrate Oracle SaaS REST Services into your Oracle
Check if one or more audiobooks are already saved in the current Spotify user's library. + APEX application. Oracle APEX supports pagination for these Services.
« Oracle Cloud Infrastructure (OCI) REST Service denotes RESTful web

services provided by Oracle Cloud Infrastructure. Use this web service
type to integrate OCI REST Services (for example, accessing the Object
Store) into your Oracle APEX application. Oracle APEX supports
pagination for these Services.

+ OData REST Service denotes a REST service which implements the
OData (Open Data) protocol, which is an ISO/IEC approved, OASIS
standard that defines a set of best practices for building and consuming
RESTful APIs. Oracle APEX currently only supports the Fetch APIs (read

check-users-saved-shows data); DML operations for OData are not yet supported.

Check if one or more shows is already saved in the current Spotify user's library. +

View Documentation

check-users-saved-tracks

Fig. 15: Create a REST Data Source from a Catalog Fig. 16: APEX 23.2 introduces new and improved REST Source adapters.
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Other new Features

The subscription feature of Shared Components has been
improved across the board and for almost all Shared
Component types. Starting with APEX 23.2, the edit page
for a shared component is always Read Only, to prevent
confusion when developers make changes, and these are
being overwritten once the subscription is refreshed.

APEX now also shows the current subscription status, which
means that developers can quickly see not only whether a
component is subscribed, but also whether the subscribing
component is up to date or needs refresh (Fig. 17).

Improvements to the APEX application builder include a
more streamlined Create Application wizard, which allows
to create a simple application with only one mouse click, an
improved Ul for application export and import, and various
accessibility improvements.

A long-awaited new feature is the automatic display of a
Success Message after a modal dialog closed. In the past
that required some custom coding to work correctly, in APEX
23.2 it's just toggling the Show Success Messages switch in
the Close Dialog process.

Application Static Files can now be moved to Oracle Cloud
Object Store, directly from the APEX application builder. Once
that is done, the application will automatically pull these

files from Object Store at runtime, and not from the APEX
database anymore.

Search Configurations in APEX 23.2 provide support for
the new Ubiquitous Search feature in Oracle Database
23c. If APEX is running on a 23c database (the Oracle23c
Free database is already available), a new Search type
Ubiquitous Search is available when creating a search
configuration.

Ubiquitous Search in Oracle Database 23c introduces the
DBMS_SEARCH package, which makes it super-simple to
create an Oracle Text index on multiple tables, to make all
table columns searchable. Once such a DBMS_SEARCH index
is in place, an APEX Search Configuration can be created
with just a few clicks (Fig. 18).

Additional features include new Sample Datasets in Arabic
and Italian, minor improvements to Background Page
Processing, a refreshed Redwood Light theme style, several
JavaScript library upgrades and many more features.

Summary

APEX 23.2 contains several new features and enhancements.
Working Copies make it easy for small development teams
to apply a change or a hotfix in a safe environment before
making it available to end users. The new APEX workflow
engine was long awaited and finally brings declarative
business process modelling to APEX. The new custom Map
Backgrounds were requested since the Map Region was
introduced and are now finally there. And as always, it's the
combination of all the new features and improvements - big
ones and small ones - which make a new APEX release so
interesting.

The best way to find out about everything is to sign up for
a workspace on apex.oracle.com, or to get a subscription
to Oracle Cloud “Always Free" Services, configure the APEX
workspace and get rolling.

Follow us on W @FOUC ~ @ORAWORLD_GURR0IANIO I

More Information
* Information and environment to test-drive APEX:
http://apex.oracle.com/en

» Qverview: What's new in APEX 23.2

https://apex.oracle.com/en/platform/features/whats-

new-232/

» Download APEX 23.2
https://www.oracle.com/tools/downloads/apex-
downloads/

Map Background: MapTiler Outdoor
Show All Settir

Settings

URL to Maj & https://api.maptiler.com/maps/outdoor-v2/style.json?key={api-key}
HT

Subscription

Fig. 17: A subscribed map background is stale and needs refresh.

Create Search Configuration

Detail
Search Type

A Search Configuration contains information about the searchable Data Sour

well as display properties. Select a type of search.

Unsubscribe

Refresh Map Backgroun

« Standard: Define a searchable data source, which can be a table, SQL
Query, or REST Data Source. Search is executed by a SQL Query using

Name
LIKE expressions.
Search Type Standard
Oracle Text
Oracle Ubiquitous Search
List

+ Oracle Text: Define a searchable table or SQL Query, which already has
an Oracle Text index created. Search is executed by using Oracle Text
functionality, which provides linguistic and fuzzy search capabilities.

« Oracle Ubiquitous Search: Search using an Oracle Ubiquitous Search
index (requires Oracle Database 23c or higher).
The index must be located in the parsing schema of the application.

e List: Search within a selected List from Shared Components.

View Documentation

Cancel

Fig. 18: APEX 23.2 provides built-in support for Oracle Database 23¢ Ubiquitous Search

Carsten
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Building'an Equitable EV Charging
Network Using APEX Native Map Regions

Modern business solutions often require robust geospatial feature sets to translate information about precise locations
of physical assets, the logistics of routing product efficiently to market, the impact of traffic flows within cities and across
boundaries, and even proof of regulatory compliance. Available since APEX 21.1, Native Map Regions provide developers

access to powerful visual mapping technology that seamlessly incorporates Oracle Spatial Data Object (SDO) tools and
techniques already available within Oracle Database.



I've always enjoyed working with maps. Indeed, it became a
necessity in my childhood: My father was a careful and safe
driver, but he would invariably get lost whenever we travelled

centralized in metropolitan areas with higher incomes, so
it also included an initiative aptly named Justice40, which
encourages each US state to place EV chargers equitably

just a few miles outside our native Chicago neighborhood.
And as a somewhat precocious ten-year-old, it also let me
give my dad sudden orders like “No, turn right, now!" while
my mother muttered things like “We are going to be so late
to my sister's party!” under her breath.

so that their 40% most underserved populations will have
access to EV charging resources.

Without sufficient charging stations, many poorer areas
wouldn't be able to provide charging resources for
commercial and personal BEVs, and many last-mile delivery

vehicles would have limited incentive to offer delivery
So, when the APEX Native Map Region debuted a few years services. For example, rural Americans - some of the poorest
back, | immediately began experimenting with its feature areas of the country - disproportionately depend on the
set. | discovered it's actually possible to solve a complex USPS for crucial deliveries of medicine and other supplies.
geospatial business case with just a few lines of SQL code * Building out this new energy infrastructure will offer
while simultaneously viewing results in real time on an excellent employment opportunities for folks in poorer
interactive map within an APEX application. communities as well. Manufacturing, installing, and

maintaining EV components and their sprawling
Business Case: US 2022 Inflation Reduction infrastructure over the next decade is even more ambitious
Act’s Justice4O0 Initiative than the 20th century mandate known as the Tennessee
First, some background on the business case we're trying to Valley Authority (TVA) to electrify most of the rural

solve: southern USA.

Locating the Disadvantaged

To prototype a possible solution, | decided to focus on the
State of Wisconsin, just north of my home state of Illinois. |
admit a vested interest in my research, since | own an EV and
often drive through much of southern and central Wisconsin
every few weeks.

+ In 2022, the United States Congress passed the Inflation
Reduction Act (IRA). Among its many sweeping mandates,
it's intended to bring US electrical infrastructure into the 21st
century by emphasizing the need to decarbonize as quickly
as possible, including a rapid expansion of the electrical
vehicle (EV) charging infrastructure throughout the country.

« Even though many battery electric vehicles (BEVs) still
cost more than normal internal combustion engine (ICE)
powered vehicles, prices have continued to fall as US and
foreign automakers shift towards purely EV production
in the coming decades. And it's not just automakers who
are shifting their orientation; logistics organizations such
as Amazon and the US Postal Service (USPS) are rapidly
shifting their last-mile delivery vehicles to BEVs.

* The IRA also recognized that EV charging is currently

First, | needed to plot the boundaries of the most
disadvantaged communities within the state. Thankfully,

the US Department of Transportation (USDOT) web site
shown in Fig. 1 hosts a cornucopia of data that state
governments can use to determine which census tracts
contain disadvantaged communities (DACs) within each state.
| downloaded the data for the State of Wisconsin from the
DOT downloads page (Fig. 2).

Explore the map

Transportation Disadvantaged Census Tracts (Historically Disadvantaged Communities)

Consus tracts that are overburdened and underserved are highlighted as being disadvantaged on the
map. Fedorally Recognized Tribes, including Alaska Native Villages, are also considered disadvantaged
communities.

User Instructions: On the list to the right, select your state of interest. Use the +/- icons or mowse wheel to zcom into the mag. Click and drag the map

Get the data *

Download the data with decumentation
and shapefile from the downloads page.

area to pan. Use the select tool on the left 4 1o select US Census tracts within your area of interest. Census tracts with four or more Transportation
Disadwvantage indicators will be visible in orange. Single-click on a Cansus tract to view the tract number and Transportation Disadvantage categories. The
—

7 ving in and selecting shows information £ each consus Wt == irnn Ic tha lomand frr tha weihis man lssre 1ica tha hama hartan T rabien S tha enatnantal | I€ aviont
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definition, select the expand

Fan in this Rend's e aaht

How to use the map:

BRITIRH Canais
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Zoom in + , search Q| or
lecate yourseld @ and select
to see infarmation about

ANy CEnGUE ract
Things to know:

The too] uses DENSUS Iracts
Pd. Census tracts are a
small unit of geography.
Thay genarally have
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1,200 - 8,000 poople.

Communitses that ang
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that experiencs burdens.
These tracts are highlighted
D onthe mag.
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Fig. 1: US Department of Transportation (DOT) Home Page for Disadvantaged Communities
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Fig. 2: Gathering data from US Department of Transportation (DOT)
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https://www.transportation.gov/data

Create dataset from shapefile (1 of 2)

The US DOT data uses several dozen individual factors -
things like annual median income, population age ranges,
employment availability, and even environment health
metrics - to calculate an overall disadvantage score for each .
community at the census tract level. A single census tract in
the USA typically contains between 1,000 and 7,000 people,
so larger metropolitan areas will have many more than
exurban or rural areas.

Shapefile_and_Metadata_v2/DOT_Disadvantage_Layer

Dataset name:
SHAPEFILE_AND_METADATA_V2__DOT_DISADVANTAGE_LAYER_FIl ‘

Upload to connection:
_Final_April2022 SPATIAL_STUDIO v

|

Coordinata System:
4326 Longitude / Latitude (WGS 84) -

Attribute Data Columns

01015981901  Census Tract 9819.01, Calhoun County, Alabama

2.4243865045

01015981902 Census Tract 9819.02, Calhoun County, Alabama  3.4646714320

01015981903 Census Tract 9819.03, Calhoun County, Alabama  1.3926275586

01097003605  Census Tract 36.05, Mobile County, Alabama

B

7.3229958609

Gleaning and Gathering Data

Each US DOT dataset is stored as an ArcGIS shapefile, so

| used Oracle Spatial Studio to convert its contents into a
database table named DOT_DISADVANTAGED_LAYERS. As
Fig. 3 shows, Spatial Studio created all necessary columns

HE_C:aEOEGR®E AE 200 PNS L 8

11372023

Fig. 3: Converting an ArcGIS ShapeFile

SQL> CREATE TABLE wtfc.charging_points (

and even automatically created a column named GEOM
with a datatype of SDO_GEOMETRY that incorporated
the longitude and latitude boundaries of the polygons
representing each census tract.

Obtaining information about existing and potential EV
chargers proved a bit more problematic. | had already
procured a list of existing available chargers from an earlier
project stored as an Excel spreadsheet; however, | had
limited insight into which local governments and businesses
were actually planning to implement new charging stations.
| therefore decided to make some common-sense projections
based on which businesses were most likely to invest in EV
charging in coming years. | settled on several types - gas
stations, hotels, grocery stores, pharmacies, and other retail
establishments - and spent a weekend scraping locations
from their corporate websites for probable locations. |
captured the results of that labor in a single table named
CHARGING_POINTS (Listing 1).

Unfortunately, none of these actual or potential charger
locations included the needed geospatial reference points,
so | also used Spatial Studio to enrich the data in that table
with longitude and latitude values based on address, locality,
state, and postal codes (Fig. 4).

Of course, | could have used other mechanisms to capture
those data, but Spatial Studio completed the task in a matter
of minutes, including the creation of a new column named
GC_GEOMETRY of datatype SDO_GEOMETRY (Fig. 5).
Spatial Studio also created the spatial index on that column
I'd need to cross-reference the universe of chargers versus
the census tracts of the disadvantaged communities (Fig. 6).

Follow us on X @E0UC

cp_id
,Cp_name
,Cp_address
,Cp_city
,Ccp_state_abbr
,Cp_zip_code
,cp_status
,cp_bus_type
.,Cp_chg_type
,cp_chg_avail
,cp_potentiality

NUMBER(8,0) NOT
VARCHARZ2 (60) NOT
VARCHARZ (40) NOT
VARCHARZ2 (40) NOT
VARCHAR2(02) NOT

CHAR(05) NOT
CHAR(03) NOT
VARCHARZ2 (03)
VARCHARZ (04)
VARCHARZ (04)

NOT NULL
NOT NULL
NOT NULL
NUMBER(8,6) );

@ORAWORLD_

Listing 1: Creating the CHARGING_POINTS table

= ORACLE spatial Studio

4 = Datasets

Create Dataset

CHARGER_STATIONS
CHARGING_POINTS
ClosestChargers

ClosestGuys

ClosestThings
COUNTY_BOUNDARIES_24K

COUNTY_BOUNDARIES_24K AREA

DACS_NEVI_JOINT_MAY2022_ DACS_NEVI_JOINT_MAY2022__DACS_NEVI_JOINT_MAY2022

DOT_JUSTICE40_DATADICTIONARY_FINAL_05062022
OTHER_CHARGING_STATIONS

POTENTIAL_LOCATIONS

Fig. 4: Geocoding - Picking the Table

CHARGING_POINTS: Geocode Addresses

Setup Status

County/Municipality Values 1L

bOUT/8  BHUT/Y  BOUTBY  HHUIBT >
House Number
CP_NAME CVS Pharmacy FEST FOODS SOM1 >
Intersecting Street

CP_BUS_TYPE GS HTL RTL

Name

CP_ADDRESS 100 E GenevaSq 1010 Rochester Street >

Postal Add—o@ode

CP_POTENTIALITY (nully

- Select - v CP_ZIP_CODE 53144 53147 53149

You have not selected Country as a geo-type in your data. If al data ar
- Select — v

Fig. 5: Geocoding - Choosing Best Columns Fi

ag #ORAWORLD n @emeaoracleusergroups

Connection 1L Last Modified Date 11

SPATIAL_STUDIO 2022-08-22T22:53:43.010Z
SPATIAL_STUDIO 2023-01-16T22:39:37.452Z
SPATIAL_STUDIO 2022-09-14T13:42:41Z
SPATIAL_STUDIO 2022-09-14T13:46:15Z

Geocode Addresses

SPATIAL_STUDIO
SPATIAL_STUDIO Clear Address Geocode
SPATIAL_STUDIO Reverse Geocode

SPATIAL_STUDIO Create Lat/Lon Index

SPATIAL_STUDIO Drop Lat/Lon Index
SPATIAL_STUDIO Create H3 Index

SPATIAL_STUDIO Join to Spatial Dataset

Dataset Properties - CHARGING_POINTS

Overview Columns Settings Spatial Validation Spatiotemporal

GC_GEOMETRY

Clear Validations Run Validaﬁ@s

Error Code 1

Validation passed.

Validation SQL

un validation CALL
SDO_GEOM.VALIDATE_LAYER_WITH_CONTEXT('CHARGING_POINTS',/GC_GEOMETRY",'
SGTECHSTABLEB3980D812B3E09C16E 1887216F06BE6F');

SELECT * FROM SGTECHS$TABLEB3980D812B3E09C 16E1887216F06BEGF;
£

0. 6. Validating New GC_GEOMETRY Contents
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Fig. 12: Bottom Layer - Query to Retrieve DAC Information
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Fig. 13: Top Layer - Potential Charger Locations
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So ... Where's the Fastest Charger?

To put this all together, | created a new APEX application
named WTFC to represent the question that most EV owners
mutter under their breath when their battery percentage
drops below 20%. (I typically find myself muttering something
like “Where's the fastest charger?” but | will admit to having
occasionally used slightly different words with the same initials.)

Then | created a new page named DAC Coverage Options
that contains four objects:

* A button (Fig. 7) that submits the page when clicked

« A number field (Fig. 8) that will specify minimum
acceptable distance (in meters) between DACs and
potentially close-by EV chargers

« A percentage graph (Fig. 9) that shows how well the
Justice40 coverage provision is satisfied, based on the
number of EV chargers closest to DACs

« An APEX Native Map Region (Fig. 10) with two layers: one
to display the DACs and their boundaries, and one that
displays EV chargers based on the minimum acceptable
distance specified

Native Map Regions and Layers

One of the neatest features of Native Map Regions is the
detailed control | have over how the map will be displayed.
As Fig. 10 shows, | can specify the map'’s initial zoom level,
precisely where it will be centered, and even which types of
map backgrounds to use.

Each of the two layers implement the business logic that
determines how close | can approach the target of 40% DCA
coverage across the state of Wisconsin. The bottom layer
(Fig. 11) displays all relevant information about the 450 most
disadvantaged DACs in the state, including their census tract
boundaries.

I've also applied some visual cues into this layer map, with
smallest communities represented by darker greens and
more populated communities ranging toward yellows and
reds. That's implemented through the query in Fig. 12, which
returns the 450 most disadvantaged DACs in Wisconsin.

Meanwhile, the top layer (Fig. 13) shows just how well the
Justice40 coverage provision is satisfied based on the
number of EV chargers closest to DACs. (We'll delve into
the business logic implemented within this layer in just a

bit, but it's actually handled by a single SQL statement.) I've
employed some visual cues in this layer as well:

EiE
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« Brown pegs represent proposed chargers, while blue pegs
represent ones that currently exist.

* A round peg shape means the charger is a lower-powered
Level 2 charger - usually placed nearer hotels or public
spaces for longer-term charging - but a square peg
represents a Level 3 “fast” charger that can fully charge a
typical EV battery in less than 30 minutes.

The Secret Sauce: Calculating Effective
Coverage

The real magic within this APEX page is a single SQL statement.

As Fig. 14 shows, it's not as complicated as you might think.

Let's break down what this SQL statement implements within
the top layer of our APEX Native Map Region:

« That first subquery labeled APC captures values from the
CHARGING_POINTS table - for example, each charging
point's actual location on the map, its charging capacity,
and ancillary information about each location like its
physical address - as well as the boundaries of each
polygon in the DOT_DISADVANTAGE_LAYERS table.

« The last subquery labeled DF isolates the 450 most
disadvantaged communities in the state of Wisconsin.
Since there are approximately 1100 DACs in Wisconsin,
these 450 DACs will comprise 40.9% or just enough
of that 40% threshold the Justice40 directives require
to be satisfied to receive any government funding,

DF.1td f

as described earlier. Note that the ORDER BY clause
sorts the DACS from most to least disadvantaged, so
the FETCH FIRST clause returns only the desired 450
census tracts.

« That middle clause in the APC subquery is the secret
sauce: Its SDO_WITHIN_DISTANCE function tells the
Native Map Region to display on the map any planned
or actual charger that falls within each of those 450 most
disadvantaged communities, but only if they are within the
specified distance of any of the qualified DACs. By default,
we'll start with a minimum distance of zero (0) meters
that we'll specify in the editable page item named P200_
MINIMUM_DISTANCE.

How Close Is Close Enough?

Our initial trial run of the Native Map Region (Fig. 15) with
the minimum distance set to zero meters shows a less
than satisfactory outcome: Only about 53% percent of
the coverage goal has been attained. (The percent graph
at the top of the page is refreshed automatically through
an almost-identical query to the one shown in Fig. 14;
whenever | change the minimum distance value and click
the Refactor button, the page refreshes both the Native
Map Region and the graph.)

A closer look at the EV chargers near the city of Appleton
(Fig. 16) shows there are only four chargers within any of the
three DACs nearby.

Fig. 14: Top Layer - Query to Retrieve Potential Chargers Based on Distance to DAC Boundaries
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Fig. 16: Looking Closer - Zero Meters Distance
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However, what if it were possible to satisfy the Justice40
regulations if there were some chargers just barely outside
the boundaries of these 450 DACs - maybe, say, 100

meters (about 330 feet)? | can explore that by changing the
Minimum Distance value to 150 and refreshing the page. Fig.
17 shows the result at large scale - an improvement to 80%
of coverage.

Looking a bit more closely again at the vicinity of Appleton
(Fig. 18), there are now eight chargers within range of its
three DACs.

What if | bump Minimum Distance to 250 meters (just over
800 feet)? Success at last: the mandated Justice40 coverage

is now 100%. Again, the big picture (Fig. 19) shows quite a
few more EV chargers close to DACs; looking closely again at

Minimum Distance (m):  Compliance
.

Marquetteo

g 2

msv&‘q e
i L}

oMason City

Minimum Distance {m):  Compliance
-

100

Fig. 18: Looking Closer - 100 Meters Distance
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the vicinity of Appleton (Fig. 20), there are now 11 chargers
within range of its three DACs.

Wrapping Up: Deeper Exploration Available
This brief introduction into APEX Native Map Regions
demonstrates robust geospatial problem-solving is available
at any APEX developer’s fingertips with low code and little
technical debt. The good news is if you'd like to explore this
scenario in much more detail, you can run through these
exact scenarios in this Oracle Live Lab session | published
in conjunction with my theatre session on Native Map
Regions at Oracle CloudWorld 2023. This Live Labs session
takes only 45 minutes to complete; as an added bonus, it
also demonstrates how to use Extruded Polygons within
Native Map Regions to dive deeper into myriad information
contained within the US DOT DAC data sources.

Marquetteo

oMason City

Minimum Distance (m):  Compliance
.

250

Fig. 20: Looking Closer - 100 Meters Distance
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https://apexapps.oracle.com/pls/apex/r/dbpm/livelabs/view-workshop?wid=3709
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Claudia Philipps

Need some suport in achieving your
Sustainability goals for 20247
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Oracle Consulting can help! We offer a variety of packages supporting your Sustainability needs in terms of
Modernization, Integration, Reporting, and many other.
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Consumers, Investors, Regulators and
Employees have all been focusing on
Sustainability in the past months when
developing their corporate strategy. Technology as an Enabler
Recent world events including the

global COVID 19 pandemic, climate Itegtation.: Cansatination G’é"‘ﬁ, e _
. . Reducing C-footprint by optimizing 1 ® key to achieve continued reductions
ChGnge: and pO“t'CG| tensions have all infrastructure and operations S inresource consumption

played a role in driving this situation.
Nielsen studies show that 66% of

consumers would spend more for a Analytics
product if it came from a sustainable Better understanding N Traceability
brand, and 81% of global consumers ordatafor optimgl Q Increase sustainability

sustainable processes by ensuring transparency

feel strongly that companies should
help improve the environment.

Sustamablg IT using Oracle ety sk Modernization
Cloud Services Leading the sustainability path (@O B e
Oracle Cloud Services can support SHuEh SHEIMREIEchlip ey modern infrastructure

your Sustainability goals from
a variety of perspectives. Once
and foremost, Oracle Cloud
Infrastructure (OCI) is a high-

Fig 1: Technology as an Enabler for Sustainability within your organization (© Oracle).

performance green cloud solution. A high-density environmental footprint by leveraging state-of-the-art
computing environment powered by renewable resources, cooling and energy efficient technologies at our green
OCI aligns with the circular economy to support a clean data centers. For example, in Europe, Oracle Cloud data
cloud solution. Furthermore, Oracle Cloud reduces its centers are powered using 100% renewable energy. Our

goal is to achieve 100% renewable
energy use in all our OCI data
centers by 2025.

Leverage the expertise of
Oracle Consulting
2R s Of course, Oracle Consulting

All CO; Details - Example

s | is here to address your needs
EEEE - - s e s = y

CQO, Distribution per final product

and obstacles when it comes to
achieving your sustainability goals
using Oracle Cloud Services. No
matter, if you'd like to migrate

Hreateos
mud and sevage:
e

Conversion tables containing factors for calculating CO, emissions based on )
official studies and environmental research your IT infrastructure to the Cloud,

Conversion Energy to KG CO: by Energy Type Conversion KM to KG CO; by Transport Type d | . . | .
I —— R R evelop innovative solutions
N 2 3 = 7

Burming ot CHY 32653 ]

using advanced technology tools,
or comply with local regulations

that are mandatory in the field of
sustainability. Oracle Consulting is
able to provide migration support,

’fﬂingiﬂ,f;: ) targeted expertise, and analytic
"z outcomes taking advantage of our
Fig. 2: Screenshot of Greenhouse Gas Reporting developed by Oracle Consulting (© Oracle). exp erienced workforce.
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Crucial System Integration to enable
mandatory Greenhouse Gas (GHG) Reporting
Let me highlight the Oracle Consulting Analytics IP
(Intellectual Property) which has been developed together
with a set of customers from different industries. This highly
flexible reporting package allows you to set up a Greenhouse
Gas (GHQ) Reporting which complies with the regulations
required for Scope 1, 2, and 3 of Carbon Reporting. The
biggest challenge when it comes to GHG Reporting is the
aspect of integration. And here, you can rely on the expertise
of Oracle Consulting to help you identify the right sources
and integrate them into your reporting dashboard.

Achieving your Sustainability goals

Oracle Consulting can support you in achieving your
sustainability goals and ultimately to save the earth by
managing your data from every source in a precise and fast
way, set goals, and achieve the necessary changes to keep
the earth a good place to live in. If you have any questions or
would like additional information, please, reach out to your
local Oracle contact or get in touch with the author directly.

Follow us on~ _ @FOUC  @ORAWORLD_Mag  #ORAWORLD

As we only have one world that we are living in,
Claudia, Business Development Manager at Oracle, is
passionate about the topic of Sustainability in order to
save the environment we live in. In this context, Claudia
strongly believes in the power of technology to achieve

sustainability goals. Claudia not only believes in the
power of technology to achieve sustainability goals but
simultaneously, leveraging technology to build success for
the company. Claudia takes a lot of pleasure in working
with people. To achieve success, Claudia takes on
business challenges and develops personnel to facilitate
their success and the success of the organization.

EiE
n @emeaoracleusergroups  @ORAWORLDMag % www.oraworld.org 51




Il for Papers

AOUG Conference 2024 ConTech2024 by RoOUG

March 17, 2024 March 24, 2024
https://www.aoug.at/Event/633 https://contech2024.rooug.ro/
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Events

Oracle CloudWorld Tour London APEX World

March 14 2024 March 21 + 22, 2024

London, UK Amersfoort, Netherlands
https://www.oracle.com/uk/cloudworld-tour https://nloug.nl/en/events/apex-world-2024-en
UTOUG Training Days 2024 JavalLand

March 21 + 22, 2024 April 9 - 11, 2024

Salt Lake City, US Nirburgring, Germany
https://www.utoug.org/training-days.html https://www.javaland.eu/en/home/

APEX Alpe Adria 2024 SOUG Day Spring

April 12, 2024 April 17, 2024

Maribor, Slovenia Basel, Switzerland
https://www.aaapeks.info/home https://soug.ch/event/soug-day-spring-17-april-2024-

inklusive-generalversammlung/

elnvoicing update for Europe and
Benelux

April 24, 2024
Oracle Office, Utrecht, Netherlands
https://theoraclecommunity.eu/

APEX connect

April 22 - 24, 2024
Disseldorf, Germany

https://apex.doag.org/en/home/
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OUGN 2024

April 24 + 25,2024
Oslo, Norway

https://2024.ougn.no/

ConTech2024 by RoOUG

May 23 + 24, 2024
Bucharest, Romania

https://contech2024.rooug.ro/

AppsConnected24
June 6, 2024
Mauritskazerne in Ede, Netherlands

https://theoraclecommunity.eu/en/event/
appsconnected24/

CloudLand

June 18 - 21, 2024
Phantasialand in BrUhl, Germany
https://www.cloudland.org/en/home/

DOAG 2024 Database with Exaday

May 15 + 16, 2024
Disseldorf, Germany

https://datenbank.doag.org/en/home/

MakelT 2024 & JCON Slovenia 2024

May 29 - 31, 2024
Portoroz, Slovenia
https://makeit.si/

AOUG Conference 2024

June 17 + 18, 2024
Vienna, Austria
https://www.aoug.at/

ODTUG KSCOPE24

July 14 - 18, 2024
Nashville, US
https://kscope24.odtug.com/
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ORAWORLD is a publication of the EOUC — EMEA ORACLE USERGROUP COMMUNITY
The following user groups belong to EOUC:

Angola Oracle User Group, Oracle User Group Armenia, Austrian Oracle User Group, Azerbaijan Oracle User Group, Bulgarian Association of Software Developer, Bulgarian Oracle User Group, Hrvatska
udruga Oracle korisnika, Czech Oracle Applications User Group, Danish Oracle User Group, Egypt Oracle Users Group, Oracle User Group Estonia, Oracle User Group Finland, Club Frangais des Utilisateurs
JD Edwards, Association des Utilisateurs Francophones d'Oracle, Club des Utilisateurs PeopleSoft, Oracle User Group Georgia, Deutsche Oracle Anwendergruppe, PeopleSoft Germany, Hungarian Oracle
User Group, Israel Oracle User Group, Taranta Valley Oracle User Group, Italian Oracle User Group, Jordan Amman Oracle User Group, Latvian Oracle Users Group, Lithuanian Oracle Users Group, Mauritius
Oracle User Group, Oracle Gebruikersclub Holland, Oracle Benelux User Group, Oracle User Group Norway, Polish Oracle Users Group, Oracle Users Group Portugal, Romanian Oracle User Group, Russian
Oracle User Group, EBS Finance Special Interest Group Russia, Arab Oracle User Group, Serbia and Montenegro, Slovenian Oracle User Group, South African Oracle User Group, Spanish Oracle User Group,
Swedish Oracle User Group, Swiss Oracle User Group, Tajikistan Oracle User Group, Turkey Oracle Users Group, Ukraine Oracle User Group, Middle East Oracle User Group, United Kingdom Oracle User
Group, Zimbabwe Oracle User Group.
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